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INNOVATIONS FOR A SAFE AND SECURE WORLD 

We have moved from the original stand-alone safe and 
protected home to the interconnected, open and global 
world. Globalisation entails free circulation of goods, re-
sources, energy, people and knowledge. This new situa-
tion has changed the basic nature of safety and security 

– from control of losses and protection to something more 
active and even at times offensive. Achieving an accept-
able level of safety and security in the modern society re-
quires also a new approach in research and development. 

Traditional safety and security management was based 
on the experience and the consciousness of existing haz-
ards and threats – and the subsequent management of the 
situation. Protection was achieved by building borders 
and utilising guards to shield the threats from places and 
operations of interest. In the global network of networks 
this is no longer suffi cient. Absolute security is no long-
er a realistic target. Currently, a diverse range of threats 
and hazards may arise, and the consequences may spread 
via networks in a short time over large and unexpected 
areas. Future risks may be associated with the misuse of 
new and emerging technologies. At the same time, ad-
vances in technology and our generally increasing de-
pendence on technology in all areas of life make us even 
more vulnerable. New technologies may even introduce 
new threats. The threats cannot be completely eliminated 

nor their probabilities accurately assessed. New research 
and solutions are therefore needed.

New ways of thinking, new safety culture and novel con-
cepts of safety management are needed. In the prevail-
ing conditions, the only possibility is to live with the 
risks. We must be prepared to the hazards by develop-
ing early warning systems, robust and adaptable operat-
ing systems, and reliable contingency planning. In other 
words, we must benefi t from the available new technol-
ogy as much as possible and adjust our own operations 
accordingly. In parallel with technical solutions human 
practices need to be developed, accepted and adopted in 
the society.

RESEARCH SUPPORTING THE ASSURANCE OF 
SAFETY AND SECURITY 
As illustrated in the graph on the next page, VTT’s safety 
and security research covers a broad range of technolo-
gies with a broad scope of applications. The basic princi-
ple of our work is to maximise the impact, i.e. appropriate 
technologies and competencies are combined to devel-
op safety and security solutions to the specifi c applica-
tions and problems being addressed.  Typically, we carry 
out research and development together with other stake-
holders including end-users, technology providers and 

VTT Technical Research Centre of Finland is a multi-technology contract research organisation under the 

auspices of the Ministry of Employment and the Economy. VTT’s mission is to provide research and innova-

tion service to enhance the international competitiveness of companies, society and other customers there-

by creating prerequisites for growth, employment and wellbeing.

The main drivers behind all research at VTT are: a) rapid information and communication technology as an 

enabler of new products and business models; and b) the global need to reach sustainable development of 

the society. In addition, research is gradually changing from purely technology oriented R&D to more busi-

ness-oriented and it covers also services and business processes. 

Safety and security research at VTT dates back to the founding of VTT in 1942. VTT has an extensive exper-

tise on related sciences and research from general safety issues to security-oriented subjects. VTT’s aim is 

to develop and combine various technologies and services to secure the critical infrastructures of society 

and to ensure security and continuity in industry and business, as well as the safety and security of citizens. 

INTRODUCTION
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authorities.  Most of our research includes also collabo-
ration with domestic or foreign research performing or-
ganisations.

Safety and security of citizens and society
Present societies are vulnerable to natural and industri-
al disasters, acts of terrorism, corruption and organised 
crime, as well as daily accidents and incidental crime. 
Prevention through early warning, surveillance and in-
telligence gathering systems is essential. Nevertheless, 
public authorities cannot rely on preventive measures 
alone. At the same time when preparing for the unex-
pected events, an appropriate balance between the appli-
cation of preventive and targeted protective hazard miti-
gation measures and the freedom of the citizens needs to 
be maintained. On the other hand it is important that, for 
example, infrastructure and service provisions are de-
signed and operated in a way that ensures resilience, re-
dundancy and robustness to survive and recover from 
disturbances. Failsafe procedures, safety management or 
post-incident consequence management are particularly 
important for minimising the actual and perceived im-

pact of critical incidents. VTT´s strength is e.g. in mod-
elling the process and phenomena of hazardous events.

Safety and security of infrastructure and utilities
Today’s societies depend strongly on technical infra-
structures like energy, communication and water sys-
tems, transportation and logistics, and public services. 
Disturbances and interference in the critical infrastruc-
tures may cause consequences which threaten the well-
being of citizens. Consequently, it is crucial to develop 
methods and technical solutions to reduce the vulnera-
bility of society and to protect citizens. Most of the safe-
ty and security related work at VTT is carried out as an 
integral part of developing the utility networks or proc-
esses to operate them.

Intelligent surveillance
Over the years, VTT has developed generic technologies 
for overall security management, alarm and alerting sys-
tems, monitoring, and information security, which are 
now being utilised to develop new technologies and more 
specifi c solutions for various stakeholders. Generic tech-
nologies and improved capabilities can be applied to en-
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sure not only the safety and security of citizens, but also 
the activities and functions in all sectors of society. The 
improvement of safety and security in society requires 
cross-scientifi c research and combining various technol-
ogies together with different capabilities.

Safety and risk management
Industry and businesses have recognised that there is a 
need to put more emphasis on both direct and indirect 
safety and security threats to ensure the continuity of 
operations. There is a need to identify and manage vari-
ous security threats to companies’ products, production 
and services, facilities, and other technical systems. In-
creasing interdependencies of technical systems, exten-
sive supply chains and operation in networks have creat-
ed new threats, which industry and businesses needs to 
cope with. VTT is developing generic and specifi c solu-
tions and technologies to ensure the safety and security 
of production and services, buildings and constructions, 
as well as products, systems and information. During re-
cent years, research has rapidly shifted from a focus on 
physical or chemical risks to more holistic risk manage-
ment approaches treating overall risks to business oper-
ations.

Emergency and crisis management
Some safety and security threats may have low probabil-
ity but the consequences are expected to be severe and 
extensive. To strengthen the preparedness and response 
in an emergency, the multi-organisational cooperation 
need to be further developed in order to join the compe-
tence and resources of several organisations in a most ef-
fi cient way. However, the current tools and technologies 
are not always interoperable and all capabilities cannot 
be utilised. Technical research in this fi eld aims at sup-
porting the mitigation of consequences and their impact 
in all kind of emergencies, from man-made accidents to 
natural disasters. More interoperable systems improve 
the information sharing and utilisation, communication, 
and the effi ciency of rescue and reconstruction measures. 
Simulation platforms and advanced training tools enable 
better preparedness and understanding of various emer-
gency situations. Working with realistic crisis scenarios 
supports also the development of capabilities for cross-
border operations.

Traffi c safety
The public health and socio-economic losses resulting 
from inadequate traffi c safety are enormous. In the EU, 
for example, there are more than 40 000 fatalities an-
nually, and the socio-economic losses amount to about 
2% of regional output. However, the major portion of the 

losses caused by road accidents could be avoided through 
various new, even more cost-effective means. Maritime 
traffi c in the Baltic has increased during recent years, 
and is predicted to continue its growth. The increase has 
been especially great in oil transport. The share of inter-
national actors also increases, which leads to decreased 
knowledge of local circumstances. These changes lead to 
increased risk of accidents and environmental effects in 
maritime transport.  Rail traffi c safety research supports 
the goal of maintaining the safety level involving no fa-
talities or serious environmental damage.

Fire safety
Fire safety technology produces fi re safety design and 
assessment methods for the needs of industries and so-
ciety. These methods can be used to describe the behav-
iour of products and systems in case of fi re, as well as the 
related risks. VTT develops the simulation of fi re devel-
opment, evacuation and extinguishing, as well as other 
tools for the assessment of fi re safety. The fi re safety re-
search conducted by VTT has an extensive fi eld of appli-
cation: the research subjects vary from the ignition and 
burning of materials to the overall fi re safety of large 
objects and even social aspects. Modelling and simula-
tion competence combined with experimental research 
and scientifi c and practical expertise makes the holistic 
fi re safety management possible. 

TRENDS AND CHALLENGES OF SAFETY AND 
SECURITY RESEARCH 
Safety and security research cannot be considered in iso-
lation from the technological development and chang-
ing business environment as well as the societal require-
ments. It is important to develop technological solu-
tions in the context of operational requirements and user 
needs. It is also necessary to identify the required market 
mechanisms to ensure and enhance the development of 
safety and security -related industrial products and serv-
ices. Safety and security -related research as such con-
tinues to be an important enabling activity in the future. 
It will enable more effi cient and effective operational ca-
pabilities in products, systems and processes. The glo-
bal market particularly on security products and services 
continues to grow steadily.

Systematic interaction is necessary between the users 
and providers to defi ne, adapt and optimise the opera-
tional use of technologies to address changing threats 
and related challenges. The community of service suppli-
ers comprises a large variety of different actors and com-
petences. Also the community of end-users is diverse and 
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their functions and tasks have become more and more 
complex. For future development, it is important to im-
prove the understanding of the user’s needs. Close co-
operation with users and customers needs to take place 
throughout the development and deployment processes.

The security market may make use of experience from 
the defence market and comply it with the regulations, 
processes and specifi cations of the civil market at the 
same time. The prevailing rules and regulations support-
ing dual-use require harmonisation. In order to create a 
harmonised security market, clear commitment is needed 
from the public user – the policy makers and the regula-
tors – in order to encourage and support the supply side. 
A common framework is needed for an improved under-
standing of the principles governing the security market. 
Since this market is still highly diverse, dispersed and 
fragmented, research plays an important role in the ex-
change of information.

Innovation potential in safety and security area gives 
still a lot of possibilities. Safety and security area will 
utilize the evolving innovation ecosystem, which cov-
ers all the stages of innovation chain. International Com-
petence Networks and Centres of Excellence developed 
in EU will strengthen the knowledge and expertise. New 
technologies, such as micro- and nanotechnology, bio-
technology and biosensors offer new capabilities to im-
prove safety and security. These technological and indus-
trial competences will support in assuring critical opera-
tions of the society. Technology and systems integration, 
interoperable communications, etc. will promote the im-
plementation and application of innovative security so-
lutions.

In spite of all these new technologies and human prac-
tices, all the threats to our safety and security cannot be 
eliminated. We must live with the residual risk and be 
as prepared as possible. The required resilience implies 
that adequate early warning systems, robust and adapta-
ble operating systems, and good contingency plans have 
to be developed.

We have a great competence already in Finnish research 
and industry – the challenge is to harness it and to net-
work it effi ciently and effectively for a secure Europe.

THIS PUBLICATION
This publication is a collection of extended abstracts of 
the current safety and security research at VTT. The tar-
geted readership is the international research communi-
ty, but we trust the information is of value also to the in-
dustry and other stakeholders. Only the public research 
is included, i.e. proprietary contract work to industry or 
policy makers has not specifi cally been discussed here. 

The primary contact people listed on the following page 
are currently responsible for setting the future research 
direction and ensuring that the entire organisation de-
livers what has been promised. We hope this collection 
of current information provides you a good overview 
of VTT’s safety and security research and the kinds of 
competences available for serving our customers and for 
working together with researchers from other organisa-
tions.

August 2009

Veikko Rouhiainen
Research Professor
Research Coordinator, Safety and Security
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Safety and risk management in the ever-changing 
operating and business environment requires multi-
disciplinary and multi-scientifi c approaches with a 
wide range of competencies. This challenges the ex-
isting safety and risk competencies and directs their 
development and use in new contexts. 

INTRODUCTION 
Safety and risk management is a multidisciplinary and 
multi-scientifi c research area. In order to focus the fu-
ture research and development work, an extensive over-
view of the know-how and experience in safety and risk 
management is fi rst needed. Thereafter, various knowl-
edge potentials from different clusters and knowledge 
centres can optimally be combined.

This knowledge potential includes both specialised safe-
ty and risk related expertise and technological knowledge 
from different fi elds. The combination of various areas of 
expertise enables VTT to build-up larger service-concepts 
for new and traditional market areas and to support in-
dustrial clients in their aims to achieve their goals for ef-
fi ciency in the networked environment through-out the 
life-cycle of an industrial plant. By networking internally 
and externally, VTT aims to provide assistance irrespec-
tive of the special technology-fi eld and thus be more pre-
pared to fi nd and suggest new solutions for emerging risks.

METHODS AND RESULTS
VTT’s strengths and future research challenges in safe-
ty and risk management were identifi ed in an inter-
nal roadmap [1]. Current expertise and knowledge cov-
ers the steps of risk analysis and risk assessment as well 
as means of risk management on different industrial 
branches including:
•  identifi cation of hazards and risks
•  incident scenario modelling
•  consequences, their analyses and estimation
•  estimation and evaluation of identifi ed risks
•  decision-making processes.

VTT has competencies to apply various qualitative and 
quantitative methods, which are chosen based on the tar-
get, objectives and purpose of the analyses or, for exam-
ple, by the demands of the client or some external body 
(e.g. authorities). VTT uses both generally known and 
self-developed methods which vary from one technolog-
ical sector to another, but the basic principles of safety 
and risk management often follow the RAMS ideology 
and relevant standards [e.g. 2, 3,4]. In the multidiscipli-
nary and multi-scientifi c research, we are also required 
to acknowledge the differences in risk terminology and 
follow the appropriate terminology case-by-case. The ap-
propriate standards and associated defi nitions for the risk 
analysis and risk assessment are identifi ed and used in 
the research.

In the global research and market environment, the fol-
lowing issues have been identifi ed as future challenges in 
the domain of safety and risk management:
•  transfer of existing knowledge to the new fi elds
•  identifi cation of solutions to multi-technological 

safety and security problems
•  support of entire business and operation through risk 

management from strategic decisions to operational 
and structural risks, as well as business risks, and 
their interdependencies

•  improvement and development safety and risk man-
agement systems for industrial activities

•  decision-making and organisational behaviour in 
safety and risk management

•  overall corporate risk management (in the business 
environment).

This publication provides some insights into various re-
search projects associated with these topics.

CONCLUSIONS AND EXPLOITATION POTENTIAL
Successful safety and risk management require multi-
scientifi c and cross-sectoral expertises. The research in-
cludes common processes to identify, estimate and eval-

SAFETY AND RISK MANAGEMENT AT VTT – 
STRENGTHS AND FUTURE CHALLENGES

Anna-Mari Heikkilä, Veikko Rouhiainen
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uate risks, as well as measures to manage risks and their 
consequences. Commonly approved processes enable 
safety and risk management efforts to be applied to vari-
ous technological areas, as well as to human and organ-
isational aspects. In different technological areas, vari-
ous and own kind of expertises are needed for developing 
measures to manage risks throughout the life-cycle of a 
plant, product, business and public services. In addition 
to the safety and risk management experts, all technol-
ogy areas need technology developers who can and have 
solved risk and safety related problems.

Strong competencies in risk identifi cation, evaluation 
and estimation methods and tools – both qualitative 
and quantitative – enable the further development and 
benchmarking of related methods. The related work is 
based on commonly approved standards and supports de-
velopment and updating of standards e.g. of IEC and ISO. 
Consequently, VTT is actively involved in both nation-
al and international projects to establish safety and risk 

management procedures and to prevent any undesirable 
consequences.

REFERENCES
[1]   Rouhiainen, V. 2007. Technology roadmap of securi-

ty research. Espoo. VTT Research Notes 2368: 33p.
[2]   ISO/IEC Guide 73. Risk Management – Vocabulary
[3]   IEC 60300-3-9. Risk analysis of technological sys-

tems
[4]   IEC 31010. Risk assessment techniques (draft)
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Figure 1. Safety and security. [1]
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Supply chain security (SCS) risk management is cur-
rently a topic that is high on the agenda of many lo-
gistics operators and governmental agencies. In ad-
dition to the concern of using the supply chain as 
a tool for terrorist and other illicit actions, a ma-
jor concern of the operators is the increasing secu-
rity threat in regard to the transportations of valu-
able goods. 

INTRODUCTION
The diffi culties in enhancing supply chain security are 
wide-ranging because of the lack of single system gov-
erning the international movement of goods, the versa-
tile amount of operators or modes in the networks and 
the lack of technology in guaranteeing the whole sup-
ply chain. In the recent years large steps of development 
have been made but also the challenges have become 
more varied.

To the identifi cation, estimation and management of 
present and future risks effi cient methods are needed. 
Technology plays also a key role in addressing the secu-
rity challenges in today’s logistics networks. New tech-
nologies provide opportunities for increasing overall se-
curity and safety of shipments with their ability to en-
hance proactive supply chain risk managements. Securi-
ty technologies are developing rapidly, and in many cas-
es they are already mature for use. The implementation is 
typically hindered by lack of business models and wide-
ly accepted standards as well as procurement and main-
tenance costs. Supply chain security management needs 
a framework covering the fi rms’ whole business scope. 
Supply chain security management (SCSM) has to work 
on a continuous development basis.

METHODS
This paper presents a view to SCS risk assessment need-
ed for assessing and guaranteeing secure transportation 
of valuable goods. The results are based on a literature 
review on SCSRM practices, methodological develop-

SECURITY RISK MANAGEMENT OF VALUABLE 
GOODS SUPPLY CHAIN

Sirra Toivonen, Hannu Salmela, Pekka Maijala, Johan Scholliers

ment and practical case studies on a transportation val-
ue chain fi rms. The case studies were done in individu-
al fi rms and in supply chain value network. These stud-
ies included supply chain modelling, supply chain vul-
nerability analysis, risk analysis and methodological de-
velopment. 

RESULTS
As a result a supply chain risk management method was 
introduced. The method consists of modelling tool for 
supply chain risk management, vulnerability analysis, 
risk analysis and continuous improvement of the secu-
rity. Because supply chain risks may not be managed in 
business units own physical environment and properties 
or with own operations, the operations and parties of the 
value chain must also be included in the whole analysis 
and management phase. Modelling of the supply chain 
(SC) includes modelling of the phases, actors, circum-
stances, normal and abnormal procedures, timelines and 
movement of different kind of information. As a result 
a multifaceted understanding of the chain is achieved. 
Vulnerability analysis serves as a preliminary analysis 
emphasizing the deeper analysis to most sensitive part in 
supply chain. Vulnerability analysis is implemented with 
help of a risk map and covers wide areas of supply chain 
environment. Deeper risk analysis methods are then car-
ried through according to the results. Deeper risk analy-
sis uses information of occurred situations, knowledge of 
participants and method suitable to the problem at hand. 

Security risk management increases of the general secu-
rity level, resilience, effectiveness and transparency of 
the supply network. It also reduces load thefts, pilferage 
and inspections and preserves the reputation and brand 
of the company and brings commercial advantage to the 
service providers.

Supply chain security management development re-
quires both operational and technological actions. Ma-
ture technologies can offer effi cient ways to manage se-
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curity problems when combined with appropriate opera-
tional management systems. 

DISCUSSION AND CONCLUSIONS
Supply chain risk analysis is a key method to enhance 
security. New and innovative ways to analyse security 
bring new information to the management. The informa-
tion gathering from the whole supply chain and of hap-
pened disruptions or near misses needs to be more effec-
tive to guide the security management – technology of-
fers very promising ways to support this task.  Risk man-
agement tools offer an effective way to prioritise security 
management practices and to communicate security in-
formation inside value chains. 

EXPLOITATION POTENTIAL
Supply chain security management provides a wide 
range of possibilities for developing the management 
of logistics, and supply chain effi ciency and reliability. 
Risk analysis methods are important tools in the securi-
ty management process. Technological opportunities in-
clude positioning non-desired occasions, verifying integ-
rity of transport units and goods, enhancing data secu-
rity, or improving the personal safety of the logistics em-
ployees. Security solutions such as detection and iden-
tifi cation technologies, localisation, intelligent monitor-
ing and tracking systems, access control, surveillance 

systems, as well as intelligent transportation units and 
packages, are building blocks that are used to implement 
proactive security management systems and to create ad-
ditional value for the customers of the supply chain.

ACKNOWLEDGEMENTS
The author wishes to thank the TurvaTH project special-
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The research has been funded by Tekes (Finnish Fund-
ing Agency for Technology and Innovation) and the Tur-
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Figure 1. SCS risk analysis is a basis for security management.
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to the results. The type of tools required heavily depends 
on the use cases, the current threat landscape and the en-
vironment of the system and the potential impact and ex-
posure of security threats and vulnerabilities. Of course, 
there often may be a majority of more generic fault and 
vulnerability types in typical software, which require 
constant attention and remediation activities.

Software bugs cause many information security holes in 
software. The bugs could be eliminated with good pro-
gramming processes, but there are typically an average 
of 20-30 bugs per 1,000 lines of code in commercial soft-
ware, and about three per cent of these bugs have a crit-
ical effect on information security. Some software have 
higher security level than some other but it is highly un-
likely that wholly secure software can exist, ever. This 
is where security and robustness testing tools come in 
to the picture; these tools can assist in fi nding the bugs.

METHODS 
We have developed a framework for integration of threat 
and vulnerability analysis, information security test-
ing tools and monitoring tools into different phases of 
product development this takes into account the different 
trade-offs. In addition, we have developed a systematic 
and iterative method for security metrics development in 
this framework. The basic idea is to take information se-
curity issues into account proactively – as early as pos-
sible in the product development. This applies especially 
to new technology development and architectural design.

We have carried out practical information security assur-
ance in use cases from telecommunications networks and 
mobile platforms, in co-operation with industrial compa-
nies. Various set-ups of commercial and open tools have 
been used in the practical assurance activities [1].

RESULTS 
Our results show that the core activity in security assur-
ance is the defi nition of security requirements based on 

The increasing complexity of software-intensive and 
telecommunication products, together with pressure 
from information security, privacy and safety legis-
lation, is increasing the need for adequately tested 
and managed information security solutions in tel-
ecommunications, industrial and software-intensive 
systems and networks. Evidently, practical and scal-
able information security assurance tools and meth-
ods are needed. VTT is actively developing solutions 
for information security assurance.

INTRODUCTION
Professional software security assurance consists of the 
planned utilisation of several different assurance meth-
ods, e.g. security analysis, security testing, security 
monitoring and security auditing. Security testing itself 
is not in general enough to provide suffi cient confi dence 

INFORMATION SECURITY ASSURANCE OF 
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development process. The business potential for practi-
cal security assurance tools is promising as the business 
partners and legislation set higher security requirements 
for products and services.
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risk, threat and vulnerability analysis, pol-
icies, as well as on technical and archi-
tectural information of the environment 
where system under investigation resides 
[2]. Fig. 1 depicts an example how the in-
formation fl ow in security testing can be 
planned as a part of security assurance ac-
tivities. The security requirements “defi ne” 
what security actually means in the system 
under investigation and which security ob-
jective dimensions – confi dentiality, integ-
rity, availability, non-repudiation, authen-
tication or authorization – are emphasized 
and how. Building security requirements is 
often a process of making trade-off deci-
sions between high information Security, 
high Usability and high Cost effectiveness. 
The adequate level of security typically lies 
in the center region of the resulting “S-U-
C pyramid”, but of course this is strongly 
dependent on the particular industrial sec-
tor and security properties of the underly-
ing development platform. Various stake-
holders are needed in making the tradeoff decisions, such 
as managers, developers, security experts and end users. 
When security requirements are managed well, suitable 
security assurance activities can be planned in a system-
atic way to offer enough completeness.

DISCUSSION AND CONCLUSIONS
We have developed a practical framework for systemat-
ic software security assurance that can be integrated to 
the product or service development process and to the full 
product lifecycle. The framework consists of various meth-
ods and tools for information security analysis, testing 
and monitoring of software-intensive systems. Further-
more, we have developed a method for development of in-
formation security metrics, supporting the different phas-
es in security assurance and offering evidence of the se-
curity level.

Further work is needed in further experimentation of dif-
ferent tool set-ups and adjusting them to fi t the require-
ments of different kinds of software-intensive, telecommu-
nication and industrial systems. Based on the experimenta-
tion results, types of tool set-ups can be classifi ed and fur-
ther suggested to the security assurance practitioners.

EXPLOITATION POTENTIAL
The framework can be adapted and integrated to the soft-
ware-intensive or telecommunication product or service 
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The lack of adequate information security solutions 
in software-intensive systems can have serious con-
sequences for businesses and stakeholders. Careful-
ly and systematically designed information securi-
ty and trust metrics can be used to offer evidence of 
the system under development or operation. A re-
quirement-centric decomposition method to develop 
feasible security metrics has been developed to ful-
fi l this need.

INTRODUCTION 
In order to obtain evidence of the information securi-
ty and trust performance of systems, services or prod-
ucts, systematic approaches to measuring security and 
trust are needed. Security and trust metrics and meas-
urements can be used for decision support, especially in 
assessment and prediction, and for automated security 
and trust management in the systems. The fi eld of de-
veloping these kinds of metrics is young. In the litera-
ture, there are hundreds of scattered information securi-

INFORMATION SECURITY AND TRUST METRICS 
DEVELOPMENT

Reijo Savola

ty metrics available, but it has been diffi cult to see their 
feasibility and completeness, and how they represent the 
security dimensions the claim. In addition, the state-of-
practice of defi ning information security requirements 
has been poor if not non-existent. There has been a need 
to bridge gaps between threat and vulnerability analysis, 
information security requirement engineering and secu-
rity engineering in product development.

METHODS 
We have developed a systematic and scalable method for 
information security metrics development. The phases 
of the methods are summarized in Fig. 1. The method 
starts from threat and vulnerability analysis, emphasiz-
es the importance of information security requirements 
and identifi es basic measurable components of the sys-
tem by requirement decomposition. Security measure-
ment architecture for on-line metrics and evidence col-
lection mechanisms for off-line metrics are developed 
together with the requirement decomposition process 
in order to increase the feasibility of metrics. The met-
rics to be developed in detailed level will be chosen by 
their relative importance and feasibility. The method in-
cludes also means to assess the confi dence level of the 
measurement.

The method has been applied to development of informa-
tion security and trust metrics for Mobile Ad Hoc Net-
works (MANETs) [1] and for a resilient distributed com-
munication system GEMOM utilizing adaptive security 
functionalities [2].

RESULTS 
Our results show that information security and trust re-
quirements are in the core role of metrics development, 
and the whole information security engineering proc-
ess. If the requirements emphasize adequately the type 
of countermeasures to information security threats, it 
is quite straightforward to identify suitable sub-compo-
nents that can be measured. The requirements should be 



17

INCREASING THE SECURITY OF CITIZENS AND SOCIETY

developed carefully and clearly, and the decomposition 
process should be carried out by evaluating the issues, 

“sub-components”, that contribute most to the success of 
their composition.

For instance, the following measurable sub-components 
contribute in general to the authentication level: the au-
thentication mechanism reliability and integrity and the 
structure, uniqueness and integrity of the identity con-
cept. Evidently, widely-known metrics from reliability 
engineering can be utilized to offer partial evidence to 
authentication. Cryptographic security metrics can be 
applied to the development of integrity metrics.

DISCUSSION AND CONCLUSIONS
We have developed a novel method for information secu-
rity and trust metrics development based on threats, se-
curity requirements and requirement decomposition. The 
method is highly iterative, adaptive and scalable. 

Further work is needed in the development and valida-
tion of generic and application and domain specifi c secu-
rity requirement model decompositions based in realis-
tic use cases, ways to defi ne measurement architectures, 
evidence collection and selection of feasible measurable 
sub-components.

EXPLOITATION POTENTIAL
The method can be integrated to the product development 
and lifecycle management activities by implementing it 
in a special tool or a part of requirement engineering 
tool. The most value could be achieved via an integrat-
ed information security assurance framework containing 
different analysis and assurance tools and methods. The 
framework should include means for threat and vulnera-
bility analysis, requirements engineering, metrics devel-
opment, security testing and monitoring. The business 
potential is high; practical and scalable information se-
curity assurance solutions are needed widely by the soft-
ware-intensive systems development industry.
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Critical infrastructures (CIs) are highly interconnect-
ed and complex systems. The existing knowledge of 
the dependencies and interdependencies and related 
potential risk of cascading effects is still insuffi cient 
to provide immediate solutions. Therefore, new, sys-
tematic tools for risk assessments and management 
are needed. Foresight and scenario methods and new 
approaches for threat identifi cation have been ap-
plied in order to investigate the novel risk factors of 
CIs and their implications. 

INTRODUCTION 
The development of new technologies is enabling the de-
sign and construction of increasingly complex and inter-
linked systems, which may even operate worldwide. Al-
though this development has many benefi ts, it also has in-
troduced new emerging risks. Critical infrastructures are 
typically complex systems – including new technologies 
and new combinations of technologies – which are typi-
cally associated with a substantial amount of data. In ad-
dition to the complexity another challenge is related to the 
assessment of events with low probability and high impact. 

In our recent research related to CIs, foresight and sce-
nario methodologies were used to identify interdepend-
encies and emerging risks within telecommunication and 
electricity systems. To support risk management and pro-
vide added value for security audits, the identifi cation of 
information security threats in energy systems has also 
been studied.

METHODS
Scenario analysis was utilised with the aim of developing 
and formulating various future scenarios related to tele-
communication and electricity infrastructures. The sce-
narios were to describe the possible different states of the 
infrastructures and their environments in 2015. 

Preliminary identifi cation of the possible factors infl u-
encing the future worlds to be considered was fi rst car-

CRITICAL INFRASTRUCTURE PROTECTION 
- EMERGING SECURITY RISKS OF COMPLEX 
SYSTEMS - TODAY AND TOMORROW

Teuvo Uusitalo, Heimo Pentikäinen, Raija Koivisto 

ried out based on different public sources. Next these 
factors were processed by two analysis phases, i.e. im-
pact-uncertainty analysis and infl uence analysis. The 
main purpose of the application of these analysis meth-
ods was to analyse the importance of each factor and 
select the ones to be taken into account in the actual 
scenarios.

Threat analysis was applied to identify information secu-
rity related threats in energy infrastructure. The identi-
fi ed information security threats were assessed and clas-
sifi ed by experts so that the result is useful as such, but 
in addition the information was used to provide input for 
the risk management and other processes.

RESULTS 
The scenario process resulted in four different scenari-
os. Based on the consistency analysis, two of these were 
selected for the detailed scenario description. The main 
characteristics of these scenarios are the following:
•  The Internet-driven open market describes a scenar-

io where the progress has been towards increasing 
liberalisation and exploitation of sophisticated and 
converging networks. Liberalisation has lead to an 
effi cient EU market and CIs have grown to the in-
ternational level together. Free trade throughout Eu-
rope is facilitated by open markets, harmonised rules 
and transparent trading procedures. One major chal-
lenge is the interdependency of the infrastructures 
and services. This has to be considered by conduct-
ing thorough risk analyses and designing appropri-
ate back-up systems

•  Concentration and private networks scenario de-
scribes a situation where the rate of change in the 
liberalisation and in the sophisticated and converg-
ing networks is low. The general development is 
slow compared to the fi rst scenario. Due to insuf-
fi cient standardisation and harmonisation, the mar-
kets are fractionalised, therefore limiting the compe-
tition and increasing the development and mainte-
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nance costs. The interoperability between networks 
becomes more diffi cult – specifi cally in relation to 
the associated technical and contractual problems.

The risk management in a “low probability – high impact” 
world requires very close cooperation between experts of 
risk management and experts of the domain in question. 
It also requires a good understanding of the future de-
velopment, including e.g. technical, business and social 
trends. The required level of details needed in the infor-
mation security threat analysis depends strongly on the 
case. When threat identifi cation and analysis is adapted 
for the case in question and done by experts in those do-
mains, it provides added value for the management and 
operation of business.

DISCUSSION AND CONCLUSIONS
The scenario work can be used to produce a description of 
the potential future systems’ technological structure and 
function. The narratives of the scenarios describe the in-
terdependencies of the networked technical systems and 
the service providers and other stakeholders. These can 
be further analysed by conducting a more thorough risk 
analysis of the system to be built.

EXPLOITATION POTENTIAL
The methods of scenario analysis and threat identifi ca-
tion can be used in the design of new systems, especial-

ly when assessing emerging risks. In addition, the meth-
ods are applicable for analysing and improving existing 
systems. The identifi cation of information security relat-
ed threats brings added value to existing methods and it 
can be utilised, for example, when auditing information 
security systems.

ACKNOWLEDGEMENTS
The research has been funded by the EC within the IRRI-
IS and OCTAVIO projects, and by VTT. The authors wish 
to thank Walter Schmitz (IABG) for his contribution to 
this work.

CONTACT
Teuvo Uusitalo
Senior Research Scientist
teuvo.uusitalo@vtt.fi 
Tel. +358 20 722 3266

Modelling:
Explicit Knowledge & 
representation of the 
reality in detail; 
Incremental refi ning 
of the models due to 
improved knowledge of 
the context

Simulation:
Integration of 
hypotheses /  
limited uncertainty 
into models

Scenarios:
only implicit 
knowledge concerning 
topics to be analysed  

- Gain of insights; 
general understanding 
to be established

Decrease of well-founded defi nitions / empirical insights in models

increasing uncertainty / decreasing knowledge

increasing uncertainty

Human preference towards certainty and defi nition

Increasing certainty and knowledge improve defi nitions / 
empirically based values, and vice versa

Figure 1. Iterative scenario approach.
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Recent progress in computing, communication, and 
sensor technologies are expediting the development 
of multiple new applications [1]. Homeland securi-
ty is a fundamental concern for governments world-
wide, which must protect their people and the crit-
ical infrastructures [2]. Based on these fundamen-
tal concepts, we have created the SLSP (Single Loca-
tion Surveillance Point) distributed automatic sur-
veillance system.

INTRODUCTION
The creation of a distributed automatic surveillance sys-
tem by developing multi-camera or multi-sensor surveil-
lance systems, and the fusion of information procured 
from an array of cameras or by creating an integrated 
system is also an intensive sphere of research. A distrib-
uted multi-agent approach may provide numerous advan-
tages. Intelligent cooperation between agents may ena-
ble the use of inexpensive sensors, therefore a numerous 
amount of sensors may be deployed over a large area. [3]

The augmenting demand for safety and security has re-
sulted in more research in constructing more effi cacious 
and intelligent automated surveillance systems. A future 
challenge is to establish a wide-area distributed multi-
sensor surveillance system which has robust, real-time 
computer algorithms able to execute with minimal man-
ual reconfi guration on variable applications. [3]

METHODS
Two specifi c diffi culties inherent to the work of securi-
ty personnel are: 1) the abundant amount of informa-
tion that is distributed to them, and 2) the identifi cation 
of signifi cant events from this information. As a reso-
lution to the aforementioned predicaments, two require-
ments have been formulated: 1) the abatement of exces-
sive information distributed to the end user, and 2) sen-
sor data fusion and situation deduction. The resolution of 
these challenges imposes stringent requirements on sur-
veillance systems. Nevertheless, it was determined that 

the resolutions could be achieved through the implemen-
tation and rigid validation of a realized prototype.

The focus turned to the scrutiny on how best to collect, 
correlate and analyze the automatically distributed data 
resulting from the range of distinct devices, and instan-
taneously provide the security personnel innate, accu-
rate information within distributed multi-sensor intelli-
gent surveillance systems for public locations.

RESULTS
A functional prototype for a distributed multi-sensor in-
telligent surveillance system, which is called the SLSP 
(Single Location Surveillance Point) system, was estab-
lished. (Figure 1) The sensors are situated in an indoor 
area for surveillance. Each sensor obtains data from its 
environment and transmits the crude data to the session 
server. The fi ngerprint sensor conveys access informa-
tion each time a fi ngerprint is read, while the video cam-
era distributes visual data of the surveyed area, and the 
audio sensor relays the associated aural data. The net-
work analyzing monitor perceives the entire SLSP net-
work and transmits data apropos to the network and the 
devices attached to it. The session server addresses all the 
connections among the components of SLSP, and conveys 
the received data from the sensors to the LDMS (Logi-
cal Decision Making Server) and the Security Manager 
Server. The LDMS automatically deduces the surveillance 
point’s situation predicated in accordance with the data 
it receives from the sensors routed by the session server. 
The deductions are then relayed to the surveillance per-
sonnel’s end device.

The intent of the SLSP system is to ultimately automati-
cally collect sensor data and convey it to the LDMS for 
automatic logical decision making of the surveyed area 
for security personnel. The operability of the constructed 
SLSP system prototype attests that this endeavour is at-
tained. The intent of developing the SLSP system was to 
reduce the often-excessive amount of information ren-

SINGLE LOCATION SURVEILLANCE POINT
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dered to the modern surveillance personnel, and simul-
taneously ameliorate the capabilities of identifying and 
registering authentic alarms instantaneously, resulting 
in a greater proportion of authentic alarms and a reduc-
tion in false alarms.

DISCUSSION AND EXPLOITATION POTENTIAL
The future research will commence with extending the 
comprehensiveness of the SLSP system. In order to at-
tain the utmost from a surveillance system, it must be ap-
plied to authentic and exhaustive use case scenarios. The 
commercialization of all such future work also needs to 
be considered.
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Figure 1. The SLSP system.
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Methods for estimating the probability of extreme 
events have been developed and regional climate 
model simulations analysed in order to reveal the 
effects of global climate change on the safety of 
the built environment in Europe. The results show 
that many measures are required in improving the 
structural safety and reliability of the current in-
frastructure, as well as upgrading the transport 
system. 

INTRODUCTION
Global climate change is expected to affect the return pe-
riods of extreme events, which will in turn have a direct 
effect on structural safety and the reliability of infra-
structure. Signifi cant climate change is predicted to oc-
cur already within the typical service life of certain in-
frastructures. Therefore, the necessary steps in the ad-
aptation to climate change must be taken immediately. 
These steps will include updating engineering practices, 
recommendations and building codes based on climate 
model projections for the probabilities of extreme events 
in the future climate.

METHODS
A new probabilistic method has been developed to esti-
mate the return periods of natural hazards [1,2,3]. This 
was necessary because the commonly used theoretical 
extreme value distributions are inappropriate when ana-
lysing very rare events, and because theoretical founda-
tions for the so-called plotting positions of the extreme 
value analysis have been missing.

The new statistical methods were applied to evaluate the 
effects of climate change on the occurrence of natural 
hazards [4,5,6]. The climate data utilised are from nu-
merical simulations by the Nordic regional climate model 
of the Swedish Meteorological and Hydrological Institute 
(SMHI). Extreme events were selected from the simulated 
climate data and analysed, and also extrapolated to the 
50 year return values. 

SAFETY OF INFRASTRUCTURE IN A CHANGING 
CLIMATE

Lasse Makkonen, Maria Tikanmäki

RESULTS
Various problems with the commonly used extreme val-
ue analysis methods have been revealed and corrected 
[1,2,3]. As an example, it was shown that the plotting po-
sitions of the extreme value analysis are independent of 
the parent distribution [3]. An improved objective meth-
od to fi t a distribution to the plotted data has also been 
developed.

The new statistical methods were applied to the analy-
sis of simulated climate data. An example of the results 
is shown in Fig. 1.

According to the results, the most signifi cant reduction in 
the reliability of infrastructure in Finland, if no changes 
in the design are made, will concern:
•  Drainage systems, particularly in urban areas. 

Short-term precipitation extremes will increase sig-
nifi cantly. 

•  Water reservoir fl ooding and dam safety. Overall 
precipitation amounts will increase.

•  Long term service life of building components. Cli-
mate will become wetter and driving rain will in-
crease considerably, so that corrosion of steel and de-
cay of wood will increase [6,7].

•  Transportation system operability in winter. The in-
tensity of extreme snowfalls will increase in spite of 
the general reduction in snowfall.

In other parts of Europe different effects will appear. For 
example, in some areas the increase in extreme wind 
speeds needs to be taken into account in structural de-
sign. The climate change will also partly improve safety. 
For example, in most parts of Finland the extreme snow 
loads on roofs will decrease.

DISCUSSION AND CONCLUSIONS
The use of conventional methods of extreme value anal-
ysis typically results in underestimation of the risk [1,2]. 
Adoption of the new statistical methods developed at 
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VTT will thus improve the safety of the built environ-
ment worldwide. 

The climate simulations showed that several adaptation 
measures are necessary in order to secure the reliabili-
ty of infrastructure in the future climate. The required 
measures are different in different areas. European maps 
of the change in the extreme weather conditions have 
been produced at VTT to assist in evaluating those re-
quirements.

EXPLOITATION POTENTIAL
The results of the theoretical part of the work will be 
used in re-analysing the probabilities of natural hazards. 
This will improve the risk analysis already in the exist-
ing climate. 

The fi rst step towards adaptation to climate change in 
the building sector must be re-evaluation of engineer-
ing practices, recommendations and building codes. The 
results of this work will have a key role in this process.

The research outlined here will next be exploited in a 
large European Commission project “Extreme weather 
impacts on the European network of transport” (EWENT) 
launched in 2009 and managed by VTT.
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Figure. 1. Example of the results for Finland and the sur-
rounding countries. Projected change (in %) during this 
century in the 50-year return value of the precipitation 
amount in fi ve days.
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Monitoring of the environment using instruments 
aboard airborne or space borne platforms offers re-
liable and fast way to predict natural disasters and 
increased security risks. Remote sensing techniques 
also help damage mitigation activities. 

INTRODUCTION
Airborne and particularly space borne observations can 
be collected from any location on Earth continuous-
ly. Also, specifi c observation actions can be started with 
short notice in case of emergency. We have designed 
frameworks for monitoring of natural disasters [1] and a 
nuclear repository [2]. Additionally we have developed or 
are developing security and safety applications that are 
based on remote sensing data. These applications include 
an operative system for automatic forest fi re alerting [3], 
fl ood forecasting and control, landslide prediction, win-
ter sea traffi c safety, and nuclear site monitoring. 

ENVIRONMENT INFORMATION AND 
MONITORING SYSTEMS
Comprehensive Envimon information and monitoring 
system was designed for the continuous monitoring of 
the environment to alert about natural disasters and to 
help the rescue operations and other mitigation measures 
after the disaster has occurred [1].

The key data source of the Envimon system is space borne 
imaging with optical and radar sensors. Imaging radar 
(Synthetic Aperture Radar or SAR) data are important 
data sources because they allow image acquisition also 
during night time and through cloud cover. The Envimon 

system also involves terrestrial data sources such as cell 
phone camera images. A software module of the system, 
also called Envimon, is available for the basic processing 
of the data from the most common satellites.

Another system was designed for the monitoring of a 
nuclear repository site with airborne and space-borne 
sensors (Figure 1). A baseline database is fi rst generat-
ed using satellite and airborne imagery as well as dig-
ital map data on buildings and elevation. The site is fre-
quently monitored and possible anomalies are found ap-
plying change detection against the baseline [2]. One of 
our change detection methods, the AutoChange, has been 
installed to the premises of the European Space Agen-
cy ESA. 

RESULTS OF SPECIFIC APPLICATIONS
A system to alert on forest and other ground fi res has 
been operative since 1996. The system is interfaced with 
the satellite receiving station. It processes the raw data 
from several satellites to geo-located images, masks out 
clouds, searches for ground fi res, and submits an alert 
message. The alert message is delivered (automatically) 

REMOTE SENSING TECHNIQUES TO IMPROVE 
SECURITY AND SAFETY

Tuomas Häme, Yrjö Rauste

Figure 1.  Thermal imagery from Olkiluoto nuclear pow-
er plant (relative rainbow scale from coolest to warmest 
blue, green,yellow, red) combined with red visible band 
[2].  Aster satellite image August 6, 2002.  Thermal 
band resolution 90 m, red band resolution 15 m. Data 
© JAXA, processed by VTT.
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through facsimile and e-mail to civil rescue authorities 
in Finland and neighbouring countries [3]. The fi re alerts 
can also be seen on the internet https://virpo.fmi.fi /met-
sapalo_public/fi remap/fi res.html

We have studied on study sites in Malaysia so called 
interferometric techniques to satellite radar data to de-
tect small land movements that often precede a land slide 
(Figure 2).

A decision support system has been developed to sup-
port the navigation of icebreakers and commercial ships. 
Radar images from satellites are transmitted to worksta-
tions aboard ships. As areas of ice ridges and areas of 
open water can be seen in SAR images, safe and effi cient 
routes can be selected by the personnel operating ice-
breakers and other ships.

EXPLOITATION POTENTIAL
Our forest fi re monitoring system and winter sea navi-
gation support systems are already being applied opera-
tively. In the further development and operationalization 
of the disaster monitoring systems the key challenge is to 
develop a smooth and easy-to-use user interface. The dis-
aster monitoring system concepts designed can be used 
also for purposes other than strictly in the fi eld of dis-
asters. Also, the disaster monitoring systems can adapt 
practices from other environment monitoring systems 
that are being developed. 

Future remote sensing applications combine data from a 
multitude of airborne and satellite sensors with data from 
terrestrial measurements systems into a networked deci-
sion support facility.
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Figure 2. Composite of three radar images to test an al-
gorithm that separates stable and unstable objects on 
the ground. The algorithm is meant among other things 
to reveal small land movements before a land slide oc-
curs. ALOS/PALSAR data © JAXA and METI 2007-2008. 
Processed by VTT.
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The multispectral imaging in surveillance systems is 
a powerful tool but the unavailability of cost effec-
tive equipment has prevented its use in many cas-
es.  We have developed a new hyperspectral imag-
ing platform based on Piezo actuator tuneable Fab-
ry-Perot Interferometers [1, 2, 3, 4] whose manu-
facturing cost is much less than cost of the existing 
systems.  This platform can be used for example in 
the target specifi c spectral imaging which provides 
a means to identify the areas whose spectral char-
acteristics are known a priori. The new system can 
perform a multispectral imaging at the target specif-
ic weighting of spectral transmissions [4] in a sin-
gle exposure. This system could provide a new inno-
vative low-cost hyperspectral camera for videosur-
veillance. 

INTRODUCTION
Cosofret et.al. defi ned the methodology and demonstrat-
ed the ability to use passive infrared multispectral imag-
ing to track and quantify chemical clouds via computed 
tomography (CT) [5]. This group used three AIRIS Tun-
able Fabry-Perot multispectral imagers [6] in the wave-
length range 8 – 11 µm for the locating of the artifi cial 
chemical cloud.  

NEW UV, VISIBLE AND INFRARED MULTISPECTRAL 
IMAGING PLATFORMS FOR SECURITY 
APPLICATIONS

Heikki Saari, Jouko Malinen, Ville Moilanen, Christer Holmlund

VTT has developed in an European Space Agency (ESA) 
project an aircraft compatible breadboard of a program-
mable line imaging correlation spectrometer, named Im-
aging Spectral Signature Instrument (ISSI) [8] that could 
be used for safety and security applications.

The use of light weight Unmanned Aerial Vehicles (UAV) 
for environmental monitoring is increasing very rapid-
ly.  Presently these platforms carry as a payload digital 
still cameras operating in the visible-NIR spectral range 
(400 – 1100 nm).  In some cases cameras have been mod-
ifi ed for a dedicated application chancing the blue chan-
nel (400 – 500 nm) to NIR channel (700-1100 nm).  The 
existing hyperspetral imagers, which provide high res-
olution spectral images of the target cannot be applied 
on light weight UAV platform because of their relative-
ly high mass. VTT has developed a new concept based on 
the Piezo actuated Fabry-Perot Interferometer to enable 
recording of 2D spatial images at the selected wavelength 
bands simultaneously and to reduce the size of the hyper-
spectral spectrometer to be compatible with light weight 
UAV platforms.  

METHODS
In our light weight VIS-NIR imaging spectrometer the 

multiple orders of the Fabry-Per-
ot Interferometer are used at the same 
time matched to the sensitivities of the 
image sensor channels.  For example in 
a Bayer pattern RGB sensor or in a three 
CCD videocamera based on a wave-
length separation prism there are dif-
ferent types of pixels for three wave-
length channels.

Figure 1. VIS-NIR hyper spectral im-
aging spectrometer (Finnish Patent, 
FI119830B).
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RESULTS
We have built prototypes of the new spectrograph fi t-
ting inside of a 30 mm cube and with a mass less than 
50 g (see Figure 1.).  The operational wavelength range 
of built prototypes can be tuned in the range 400 – 1100 
nm and spectral resolution is in the range 5 – 10 nm @ 
FWHM. The hyperspectral imager records simultaneous-
ly a 2D image of the scenery at three narrow wavelength 
bands.  The new low cost hyperspetral imager can be ap-
plied on UAV, aircraft and on fi xed platforms requiring 
low cost, small volume, mass and power consumption.

We have also built a prototype of chemical imaging 
spectrometer based Piezo actuated tuneable Fabry-Perot 
Interferometers operating in the wavelength range 1000 – 
2500 nm.  The spectral resolution is 10..20 nm @ FWHM.   
We have successfully measured the Excedrin™ tablet im-
ages of predicted concentrations with spatial averages 
scaled to Caffeine: 12%, Aspirin: 44%,  Acetaminophen: 
44% (see Figure 2.).
 
DISCUSSION AND EXPLOITATION POTENTIAL
We have been able to build prototypes of low cost, light 
weight, multispectral imagers VIS-NIR spectral range 
(400 – 1100 nm) which can be used for example in sur-
veillance and monitoring systems and on light weight 
UAV platforms. 

The test results of the developed Chemical Imaging Spec-
trometer prototype show that it is possible to make an IR-
range (wavelength 1 …13 µm) multispectral imager for 
the surveillance and monitoring applications.
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Figure 2. Chemical Imaging Spectrometer prototype and 
typical measurement results for pharmaceutical samples.
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Illicit material transport and illegal immigration are 
growing concerns at European borders. Europol as-
sesses that facilitated illegal immigration to the EU 
is stable or has even increased, and that organised 
criminal groups are heavily involved in that business 
[1]. There has also been an increase in recent years 
in the number of victims traffi cked into the EU. 

INTRODUCTION
To manage the present and future threats – concerning 
illicit material transport and illegal immigration – land, 
sea and air checkpoints security must be particularly ef-
fi cient against any kind of threat. The controlled fl ows 
(people, cars, buses and luggage) are often diverse, and a 
large number of travellers can arrive simultaneously. An 
effective control must be guaranteed while maintaining 
a smooth fl ow of persons through the checkpoint. 

Land and seaport checkpoints differ from airport 
checkpoints. The operations and technological func-
tionality in seaports and land checkpoints is demand-
ing, because checkpoints are not located in a control-
led indoor environment, passengers can carry a di-
verse variety and amount of luggage, and often travel 
in cars or buses. 

(MATERIALS AND) METHODS
New solutions for cross border checkpoints are being de-
veloped in the EU project EFFISEC (2009-2013). The solu-
tions include equipment for checking pedestrians and car 
and bus travellers. Also new detection technologies, mo-
bile equipment and intelligent surveillance will be incor-
porated (Figure 1). The overall reliability of the solutions 
will be investigated and include end-users’ requirement 
identifi cation (border operators and travellers), threat 
evaluation, technological development, ergonomic stud-
ies, and legal aspects. 

The ergonomics development will focus on ensuring that 
products respond to the end-users’ characteristics so that 

DEVELOPING OF LAND- AND SEAPORT BORDER 
CHECKPOINT SECURITY 

Kaj Helin, Tuuli Järvi, Sirra Toivonen

the products can be used more safely, easily and effec-
tively. The reliability and ergonomics of the equipment 
developed will be assured with novel methods such as 
virtual environment modelling.

The impact of the solutions and equipment on the overall 
security, ergonomics and legal aspects of the research’s 
technological results will also be carefully evaluated on 
a multi-criteria basis. For example, effi ciency – fl uent 
fl ow and screening capacity, ergonomics, costs, integra-
tion to other systems, customers privacy protection.

RESULTS
EFFISEC will provide the border authorities with more ef-
fi cient technological equipment: 
•  providing a higher security level for the identity and 

luggage control of pedestrians, and passengers in-
side vehicles, at land and maritime checkpoints,

•  while maintaining or improving the fl ow of people 
crossing borders, and

•  improving the working environment of the border 
inspectors (i.e. supplying them with more powerful 
capabilities, less repetitive tasks, and better ergo-
nomics). 

The novel border security system to be developed should 
allow for the accurate checking of identities and at the 
same time be able to identify the transit of a wide range 
of illicit materials (e.g. explosives, weapons and drugs), 
while maintaining the swift processing fl ow and mini-
mising the impact of these controls on travellers. 

To ensure a better and safer working environment for the 
border offi cers, careful attention will be paid to the er-
gonomic aspects of any new equipment. The quality and 
suitability for the working conditions will be guaranteed 
by comprehensively modelling the working conditions 
and procedures. The development and prototyping of the 
equipment is to be done with aid of a virtual environ-
ment and user-centred development.
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DISCUSSION AND CONCLUSIONS
The EFFISEC project will develop innovative and er-
gonomic solutions to help secure and ensure effi cient 
management of border crossings at land and sea bor-
ders.

EXPLOITATION POTENTIAL
The project aims to develop and demonstrate innovative 
and ergonomic solutions that can be exploited at all bor-
der crossing checkpoints. The solutions will obviously 
extend to other security scenarios, for example, where il-
licit substances’ detection is needed for screening an au-
dience entering a stadium.
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Figure 1. Land and seaport border control checkpoints according to the EFFISEC framework.
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A virtual model provides a framework for simulation 
and distributed development of an UGV-based sys-
tem for border patrolling.

INTRODUCTION
A conventional border protection system is mainly based 
on expensive ground facilities which are installed along 
the entire length of the border and complemented by hu-
man patrols. In the TALOS project (2008-2012), the ob-
jective is to develop and demonstrate a transportable and 
adaptable system for protecting land borders [1]. The sys-
tem consists of mobile elements: Unmanned Ground Ve-
hicles (UGV) and Unmanned Air Vehicles (UAV), sensor 
antennas mounted on mobile platforms, and the mobile 
command and control centre, providing communication 

VIRTUAL MODEL FOR LAND BORDER 
SURVEILLANCE BY MOBILE ROBOTS

Annemarie Hjelt, Hannu Lehtinen, Eija Parmes, Pertti Peussa, Kari Rainio, Ari Virtanen

between all the elements. A virtual model of the TALOS 
concept is being built at VTT to simulate UGV and terrain 
interactions and radio network solutions during the sys-
tem development. Also software and interface solutions 
will be technically tested with the virtual model.

METHODS
Previous projects have shown that almost fully opera-
tional software can be developed for autonomous vehi-
cles with simulated test environments [2]. An offl ine sim-
ulation model of the UGV vehicle was created by inte-
grating two commercial software packages: A Multi Body 
System software package to model the vehicle dynamics, 
and another commercial software package to model the 
hydraulic system. The initial version of real-time vehi-
cle simulation was made in the OpenSceneGraph [3] en-
vironment.

The terrain models were generated from aerial and satel-
lite imagery, laser scanner data, and the Shuttle radar el-
evation model. The tree layers were derived from satellite 
images (Figure 1). The refl ectance values in visible and 
near infrared are calibrated for actual atmospheric aero-
sol optical depth so that generic models can applied to es-
timate forest parameters [5].

The communication between the elements of TALOS will 
work with alternative network standards depending on 
the availability and capacity needs (Mobile WIMAX, 
WLAN, CDMA450). The coverage of the radio systems 
using different frequency bands and transceiver loca-
tions is predicted offl ine with the Validation Tool. The 
propagation models and the 3D terrain model are taken 
into account. 

Figure 1. Commercial satellite images with resolution 
from 0.5 to 10 metres with sophisticated calibration pro-
vide valuable information to update vegetation and tree 
cover of terrain models.
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RESULTS
The virtual model (Figure 2) consists of a real-time UGV 
model, terrain model, radio coverage model, and features 
related to the control, monitoring and operation of the 
UGV and the UGV payload. Its visualisation including 
several gigabytes of terrain data utilises also OpenScene-
Graph modules [6]. Current features include:
•  Tele-operation of UGV by keyboard or steering wheel 

with pedals
•  Simulation of UGV motion in contoured terrain
•  Obstacle detection and collision alarming 
•  Simulation of radio coverage in UGV surroundings
•  UGV payload camera downstream.

DISCUSSION AND CONCLUSIONS
The virtual model will be utilised in TALOS system de-
velopment with the TALOS test site terrain model, for in-
stance, to the following tasks:
•  Pre-assembly testing with hardware-in-the-loop 

concept [7]
•  Simulation of UGV motion in different soil types
•  SLAM development using UGV camera down-

streams
•  Radio network simulations
•  Video streaming from UGV
•  JAUS interface design
•  Path planning.

EXPLOITATION POTENTIAL
The virtual model can be used in training and devel-
opment of other similar applications, where mobile ro-
bots complement human patrolling, like for the survey 
of large or dangerous areas or rescue operations in natu-
ral disasters.
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Figure 2. Command centre display with overview of the 
area, UGV front/back camera view, status information 
box, and radio coverage around the UGV.
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Enhanced coastal surveillance and communications 
infrastructure will improve the operational cost-ef-
fi ciency and reaction time and therefore is vital for 
overall coastal security and maritime safety.

INTRODUCTION
Illegal traffi cking is an acknowledged problem world-
wide. Border controls struggle to halt drug smuggling 
and illegal immigration. At the same time, the growth 
in sea traffi c has increased the risk of maritime acci-
dents, such as collisions and oil spills. An integrated re-
mote monitoring and control system is essential for bor-
der controls and maritime authorities in their efforts to 
ensure the coastal security and maritime safety.

METHODS
A non-interceptive surveillance system concept [1] relies 
on intelligent aids to navigation (AtoNs). AtoNs are ideal 
for surveillance purposes, because they are already ge-
ographically well-distributed near coastlines and along 
fairways. In this concept, AtoNs will be equipped with 
sensing capabilities to monitor surroundings and collect 
information. They are able to pre-process, analyse and 
make autonomous decisions based on the monitored data, 
and they are able to exchange information with other 
AtoNs and relay the data to existing surveillance systems.

SYSTEM FOR ENHANCED COASTAL SECURITY AND 
MARITIME SAFETY (SeaSAFE)

Seppo Horsmanheimo, Juha Zidbeck, Lotta Tuomimäki

The structure of the intelligent AtoN is designed to be 
very modular, so that future changes and enhancements 
are easy to support. The physical parts of the AtoN in-
cluding communication antenna, positioning antenna, 
light, radar refl ector construction [2], sensors and power 
supply, are separated from the control unit, so that these 
parts can be developed independently.

RESULTS
A standardised remote surveillance system exploiting in-
telligent AtoNs is designed to be distributed and auto-
nomic while operating in all weather conditions using 
state-of-the-art satellite, radar, telecommunication and 
sensor technologies. The system concept can be foreseen 
as part of the technical development where new sensor, 
telecommunication, positioning technologies, and image 
and data analysis techniques are integrated and harmo-
nised to existing coastal surveillance and maritime nav-
igation infrastructure.

Figure 1. Security and safety related incidents. 
(Pictures from http://www.sextan.com/article.php3?id_
article=957 and http://www.krb.nl/demonstratie2006/
Heliacties/img_0297.html) Figure 2. View of the iAtoN network.
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Coastal security and maritime experts have identifi ed 
the following requirements for the system: 
•  ability to detect and track different types of boats, 

especially small low-profi le ones
•  modular and reliable module that can be installed on 

fi xed and fl oating AtoNs
•  utilisation of sensor networking and distributed sen-

sor technologies to gather versatile information from 
surroundings

•  support for autonomic anomaly detection and deci-
sion-making

•  utilisation of satellite images to detect anomalies at 
open sea

•  ability to communicate with other AtoNs, bypassing 
ships, and onshore control stations.

DISCUSSION AND CONCLUSIONS
The non-interceptive surveillance system is applicable to 
a variety of tasks enhancing the safety, security and en-
vironmental protection. The following areas are seen as 
possible adaptations of the concept:
•  Identifi cation of small crafts and homeland security.
•  Assisting search and rescue (SAR) operations.
•  Assisting oil and chemical spill countermeasures.
•  Receiving and delivering accurate weather and wave 

information.

EXPLOITATION POTENTIAL
This concept contributes to a signifi cant improvement of 
existing surveillance systems in order to enhance mari-
time border security. The proposed system utilizes inte-
grated and cost-effective solutions and technologies for 
controlling illegal immigration and traffi cking of drugs, 
weapons and illicit substances, capable of providing ac-
curate situational awareness including early identifi ca-
tion, confi rmation and classifi cation of possible threats 
and illegal actions.

Expected impacts are:
•  Signifi cant improvement of the sea border surveil-

lance systems, in line with European border securi-
ty strategy, by providing novel and reliable solutions 
to effi ciently identify illegal movements, ensuring at 
the same time fl ow of legitimate vessels.

•  Reinforce European security industry’s potential 
to create important market opportunities, evolving 
technologies to the benefi t of civil European securi-
ty, and reinforce their competitiveness.

•  Contribution to standardisation, regulation and leg-
islation through testing, evaluation and certifi cation 
activities.
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Figure 3. Remote surveillance and control system.
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Visual analytics provides visual and interactive tools 
for analytical reasoning and decision making from 
data. The basic idea of visual analytics is to com-
bine the strengths of automatic data analysis with 
the visual perception and analysis capabilities of the 
human user. It is a new and active research fi eld that 
has its origins in US national security. Application 
areas are anywhere where there is a need for deci-
sion making based on accumulated data. For the se-
curity fi eld, it is a promising new technology.

INTRODUCTION
Visual analytics has been defi ned as “the science of ana-
lytical reasoning supported by the interactive visual in-
terface” [4]. The approach has been proposed as a means 
to tackle the information overload problem, by providing 
visual tools to support analytical reasoning and decision 
making from data with interactive visualizations, opti-
mized for effi cient human perception. It is a multi-dis-
ciplinary research area, combining information visual-
ization science, data mining, mathematical and statisti-
cal methods, data management, user interface techniques, 
human perception and cognition research. 

Visual Analytics has its origins in US national securi-
ty, and the US Department of Homeland Security (DHS) 
started a research initiative on visual analytics for home-
land security. The “National Visualization and Analytics 
Center” (NVAC)1, founded in 2004, coordinates these re-
search efforts. The agenda for the US visual analytics re-
search programme is laid out in the book “Illuminating 
the Path” [8], which describes visual analytics research 
challenges focusing on security applications such as bor-
der security. The report does not delve deeply into the 
concept but since then several other publications have 
appeared which further introduce the idea and the relat-
ed challenges.

The increasing international importance of the topic is 
refl ected by the strong presence of visual analytics at 

leading international conferences and in journals. In Oc-
tober 2006, the fi rst IEEE Symposium on Visual Analyt-
ics Science and Technology2 was organized. Special is-
sues on visual analytics have appeared in IEEE Transac-
tions on “Visualization and Computer Graphics”, “Com-
puter Graphics”, the “International Journal for Geograph-
ical Information Science”, and “SIGKDD Explorations”.

Visual analytics has been an active research area in VTT 
since 2007. VTT, TKK and Helsinki Institute of Informa-
tion Technology (HIIT) had a joint project centred on the 
topic in 2008. The fi nal report of the project [3] introduc-
es the concept, the state-of-the-art, a demonstration tool, 
and roadmaps for industrial and consumer applications.

METHODS 
Visual analytics uses visualizations, user interaction and 
data analysis techniques to obtain insights from com-
plex, confl icting and dynamic information. Visual ana-
lytics is especially applicable in situations where the ex-
tensive amount of data and the complexity of the problem 
make automatic reasoning impossible without human in-
teraction. A visual analytics tool (Figure 1) combines 
data from heterogeneous data sources and provides sev-
eral ways to view, explore and analyze the data. The tool 
supports rapid decision making, reasoning, and identify-
ing unexpected fi ndings, and gaining insights into the 
underlying phenomena.

EXPLOITATION POTENTIAL
Due to the novelty of the research fi eld, no full-scale visu-
al analytics tools exist on the market yet. Some examples 
of visual analytics research in the security area are report-
ed in IEEE Computer Graphics and Application 2007. In 

“Visual Discovery in Computer Network Defense” [1] visu-
al analytics is used for locating patterns of network activ-
ity in large volumes of data. Another example is “Insights 
Gained through Visualization for Large Earthquake Simu-
lations” [2] where visualization techniques based on mas-
sive data sets are applied to predict the future.

VISUAL ANALYTICS

Paula Järvinen, Hannu Kuukkanen, Pekka Siltanen, Markus Ylikerälä

1  http://nvac.pnl.gov/ 2 http://conferences.computer.org/vast/vast2006/
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In the security fi eld, visual analytics offers great poten-
tial. In addition to the original purpose, terrorist attacks 
and border security, there are many other promising ap-
plication areas in the security fi eld, including:
•  combating organized crime, e.g. analyzing commu-

nication networks,
•  predicting natural disasters by creating and visu-

alizing models based on geographical, physical and 
monitored data, e.g. earthquakes, fl oods and high 
winds,

•  predicting the consequences of industrial catastro-
phes, e.g. the distribution of poisonous substances,

•  planning safety measures related to the catastrophes, 
simulating and comparing alternatives, and

•  predicting, monitoring and analyzing epidemics. 

VTT has long expertise in the technologies applied in vis-
ual analytics, for example, in user interface and interac-
tion studies, visualizations in virtual and augmented re-
ality, data mining, information management and appli-
cation integration. The integration of the security knowl-
edge and the visual analytics skills may lead to complete-
ly new kinds of solutions in the security area.
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TECHNICAL OPPORTUNITIES TO SUPPORT CRISIS 
MANAGEMENT

Pertti Broas, Anna-Mari Heikkilä, Satu Paiho, Marja-Leena Pykälä

The EU markets for crisis and emergency manage-
ment are very heterogeneous. The current tools and 
technologies are not interoperable and the renewal 
rate is slow. These factors not only hinder the coop-
eration in crisis and emergency situations between 
EU-countries, but also at the national and local lev-
els. Thus, there is a clear need for mutual under-
standing between various stakeholders on common 
demands for interoperable and functional tools and 
procedures.

INTRODUCTION
The need for improving the management and coopera-
tion in various crisis and emergency situations within 
the EU area has recently again been emphasised. The aim 
is for better multi-organisational and multi-national co-
operation during crisis situations, and as a result, more 
effi cient restoration of basic services in abnormal condi-
tions. Projects funded by the EU [1,2,3] have studied the 
needs and gaps in technologies and procedures, and pro-
posed methods and solutions to better take into account 
the current and future needs of real end-users in crisis 
situations.

METHODS
VTT has participated in several EU-projects within 
which we have arranged workshops, prepared ques-
tionnaires and conducted interviews on: end-user re-
quirements in crisis management; identifi ed technolo-
gy gaps; and the market challenges and opportunities 
on crisis and emergency management tools and sys-
tems. Also the results of VTT led roadmaps [e.g. 4,5] on 
various technological areas have provided input on the 
challenges faced in the management of crisis and emer-
gency situations.

RESULTS
Gaps in technologies and services have been identifi ed, 
based on the end-user needs. It can be seen that the cur-
rent practices and technologies are very heterogeneous 

within the EU. One particularly large problem is that the 
current systems are not interoperable within the EU, or 
even within a member state. This results in response de-
lays and prevents cooperation in, for example, multi-or-
ganisational or cross-border crisis and emergency situ-
ations.

Two aspects that especially hinder the adoption of new 
tools and systems include the different fi nancing systems 
in EU member states and earlier adverse experience re-
lated to implementation of immature technologies. It has 
been suggested that the use of everyday-solutions in a 
crisis situation would improve the end-user familiarity, 
and subsequently increase both the availability and re-
liability of systems and tools in when used in abnormal 
conditions. Procedures for planning the restoration of ba-
sic services during and after a crisis situation have also 
been recommended.

DISCUSSION AND CONCLUSIONS
The crisis and emergency management procedures and 
capabilities, as well as the role of public and private 
stakeholders, differ greatly in the EU member states. As 
a consequence, the market for crisis and emergency man-
agement tools and systems is extremely heterogeneous, 
and EU-wide interoperability is limited. There is emerg-
ing need to generate a common and agreed overview of 
basic services that need to be restored after a crisis inci-
dent, the existing procedures in fi rst responder mecha-
nisms and current best practices. Further identifi cation 
of the information and technology gaps between stake-
holders is required, and the potential for technology de-
velopment in existing solutions and in new products and 
solutions for gradual restoration of basic services needs 
to be investigated.

EXPLOITATION POTENTIAL
The knowledge of user requirements, current and re-
quired technologies, and related networks ensures a sol-
id basis for the:
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-  development of new technologies and their interop-
erability,

-  construction of functional development networks 
and consortia in this fi eld.

New methods and advanced tools for training and infor-
mation sharing are required to enable better prepared-
ness and capabilities for international crisis management, 
especially also in relation to an increased understand-
ing of the effects of soft aspects like cultural differences.

ACKNOWLEDGEMENTS
The research has been funded by the EU and VTT.

REFERENCES
[1]   SeNTRE (Security Network for Technological Re-

search in Europe) project – funded under EU’s Pre-
paratory Action for Security Research (PASR) 
2004. http://www.asd-europe.org/content/default.
asp?PageID=23

[2]   STACCATO (STAkeholders platform for supply Chain 
mapping, market Condition Analysis and Tech-
nologies Opportunities) project – funded by EU’s 
Preparatory Action for Security Research (PASR) 
2006. http://www.asd-europe.org/Content/Default.
asp?PageID=34

[3]   CRESCENDO (Coordination action on Risks, Evolu-
tion of threatS and Context assessment by an En-

larged Network for an r&D rOadmap) project – fund-
ed by EU’s Framework Programme 7 Security Pro-
gramme Call 1.

[4]   Martikainen, A., Pykälä, M-L. & Farin, J. 2007. Rec-
ognizing climate change in electricity network de-
sign and construction. Espoo. VTT Research Notes 
2419. 106p. + app. 80p.

[5]   Paiho, S., Ahlqvist, T., Piira, K., Porkka, J., Siltanen, 
P., Tuomaala, P. & Kiviniemi, A. 2008. Roadmap for 
ICT-based Opportunities in the Development of the 
Built Environment. Espoo. VTT Research Notes 2444. 
58p. + app. 33p.

Figure 1. Gradual restoration of basic services - case water supply. (by Satu Paiho)



 38

Despite the vast amount of information available 
concerning natural and man-made accidents, res-
cue forces are generally not able to utilise the exist-
ing information effi ciently in their decision making. 
The purpose of the UHHA project was to create a 
framework for an emergency management system. It 
should collect practical data from an emergency sit-
uation, merge the data in order to get a better overall 
view of the situation, and send the analysed infor-
mation, for example, to the rescue services. 

UHHA – A FRAMEWORK FOR EMERGENCY 
MANAGEMENT IN CHEMICAL ACCIDENTS

Henrik Huovila, Ville Kotovirta, Riitta Molarius, Nina Wessberg, Jussi Yliaho

COMMON OPERATIONAL PICTURE (COP) AND 
SITUATIONAL AWARENESS
The term COP is associated with gaining an overview of 
an incident by all relevant parties. A COP is especially 
important in a crisis situation as it enables the Incident 
Commander and any supporting organisations to make 
effective, consistent, and timely decisions [1]. Today, cri-
sis management and responses typically engage several 
organisations. In emergency situations it is necessary to 
utilise all these different organisations and their availa-
ble resources as well as possible and this can be done by 
improving the situational awareness.

METHODS
The UHHA framework was developed, together with a re-
lated analyses and pilot test case, in co-operation with 
four research centres and over 20 enterprises, stakehold-
ers and other interest groups. Three different analyses 
for better situational awareness of chemical spill acci-
dents were produced in the project; a vulnerability anal-
ysis of the chemical industry (based on former VTT re-
search [2,3], a chemical dispersion model developed by 
Finnish Meteorological Institute (FMI), and a spatiotem-
poral population model developed by Helsinki University 
of Technology (TKK).

Figure 1. The information fl ow within UHHA. Figure 2. Wireless gas sensor network.
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The information fl ow was test-
ed during a simulated emergency, 
where the experts then analysed 
the data for rescue services use. A 
wireless sensor network had in-
itially been set up at a chemical 
site in Kuusankoski. The UHHA 
server received the real-time data 
from the site, before transferring 
it for example to FMI. The obsta-
cles preventing the fl ow of infor-
mation from the emergency to the 
decision makers in the rescue forc-
es were recognised and analysed.

The pilot test defi ned what kind 
of wireless sensor network could 
give the best feedback for our test-
ing (e.g. Figure 1) and how best 
the information would fl ow from 
the chemical accident site to the 
rescue authorities and decision makers (e.g. Figure 2).

RESULTS
The main objective of the UHHA project was to develop 
and then test the new concept (Figure 3). UHHA merges 
all the received raw data into a developed analysis and 
the relevant analysed data are then conveyed to the ap-
propriate emergency response actors and stakeholders.

DISCUSSION AND EXPLOITATION POTENTIAL
The results show that it is possible to provide real-time in-
formation for crisis management by combining chemical 
measurements with dispersion and population modelling. 

Attention must especially be paid to the use of shared 
vocabularies and ontology-based knowledge representa-
tion in the demanding defi nition of complex information. 
The core challenge the within UHHA COP concept is ulti-
mately centred on who will pay for the system. An assur-
ance that the alarm systems and data lines function dur-
ing emergencies is essential. Overall, the decision mak-
ing procedure could be improved, and discussions cited 
that the use of multichannel communications from the 
emergency site to, and between, the organisations should 
be intensifi ed. Various other aspects should also be stud-
ied further.
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Simulation platform for planning and training, 
which can link organisations, disparate data sourc-
es and incompatible regional ways of working, would 
allow rescue and crisis management centres work 
with realistic crisis scenarios to train co-operation 
across European nations for response actions in 
cross-border hazards.

INTRODUCTION
It is recognised that there is a lack of effi cient nation-
al and trans-border cooperation between the diverse or-
ganisations and services involved in hazard, disaster and 
emergency response actions. 
 VTT has presented a solution for a de-centralised, dis-
tributed crisis/emergency management planning and 
training system utilising virtual environment, which
•  enables cooperation of organisations and nations in-

volved through Internet
•  assures effi cient information sharing and decision 

support for crisis management
•  enables collaborative simulation based training with 

a number of emergency scenarios will be adopted
•  reduces need for costly live exercises and travelling

INTEROPERABLE SIMULATION FRAMEWORK 
FOR PLANNING AND TRAINING OF CRISES/
EMERGENCIES MANAGEMENT

Pertti Broas

METHODS
The training system concept relies on Interoperable 
Simulation Framework. The core of the training sys-
tem will be a management simulation linked with sev-
eral management centres, different data sources and on-
site simulators and equipped with communication sys-
tem simulation between participating organisations. All 
these simulations will represent the real world and will 
stimulate the crisis management centres with the re-
quired information to trigger the information and deci-
sion-making processes. The distributed on-site simula-
tors connected to the management centres also enable 
the training of rescue teams involved in different phas-
es of the training.

The training simulation concept envisages to link ex-
isting operational equipment and/or existing simulators 
with the virtual training environment which will feed 
these devices with information generated by the simula-
tion. In that way crisis managers and staffs will be ena-
bled to train under the most realistic conditions and will 
get information through the operational devices and will 
send orders, requests, etc using systems familiar to them. 
A multi-dimensional visualization helps to show crisis 
managers vivid images from the location of the crisis 
event, thus enhancing their understanding of situations 
and their development. 

RESULTS
A distributed simulation system for crisis management 
training provides a platform using state-of-the-art man-
agement simulators, data fusion from various sources 
(simulated sensors and real databases), simulated tele-
communication and on-site simulator. The system con-
cept can be foreseen as integrated and harmonised means 
to international training over national and organisation-
al borders.

The following objectives for the development have been 
recognised:Figure 1. View of the training simulation framework.
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•  Develop a fl exible and open service integration ar-
chitecture that allows the integration of different in-
formation sources and interoperability between dis-
tributed simulations /simulators.

•  Decisions and measures of crisis managers entered 
into the simulation will drive the evolution of the cri-
sis

•  Develop new tools for management centres, for ex-
ample. visual user interface to create a multi-layer 
virtual environment of the target area

•  Develop risk analysis and data fusion methods to add 
the value of available data in realistic timescales

•  Use and extend existing standardisation initiatives 
in the security and modelling application domain.

•  Implement a pilot system involving at least two cri-
ses management centres in different European coun-
tries and demonstrate training with a realistic emer-
gency scenario and test training evaluation methods.

•  The development of the situation will be represent-
ed in a dynamic and interactive way (Consequently 
such as simulation is a dynamic model of crisis sce-
narios and not just an automatic script).

DISCUSSION AND CONCLUSIONS
This concept contributes to a signifi cant improvement of 
existing training systems in order to enhance cross-bor-

der training between authorities and industry. 
The proposed system utilizes simulated infor-
mation and scenario development for providing 
accurate situational awareness describing natu-
ral or man-made disasters covering large geo-
graphical areas. Crisis managers can use famil-
iar interfaces and real systems for communica-
tion and decision making.

EXPLOITATION POTENTIAL
The expected impacts envisage exploitation po-
tential among authorities and service providers 
because:
• Distributed training will save training 

costs directly in time and money, and by 
reducing the need for expensive live train-
ing.

•   New tools for linking information and
        communication systems to enable effi cient 

information sharing create possibilities for com-
mercial service providers to support authorities and 
training institutes

•  Enable better preparedness and capabilities to in-
ternational crisis management and increase under-
standing the effects of soft aspects like cultural dif-
ferences.
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Figure 2. Crisis/Emergency scenarios and infl u-
encing parameters.
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Management of complex technical infrastructures 
and business networks demand systematic business 
continuity evaluations and capability building for 
abnormal as well as normal conditions. An exten-
sive approach is required in order to support the sur-
vival and sustainability of a business in the face of 
new vulnerabilities arising from changing business 
and production environments.

INTRODUCTION
Business management is facing new challenges in line 
with changing business and production environments. 
Services and products are nowadays created to make 
use of increasingly networked value chains, which can 
generate new vulnerabilities (Figure 1) such as complex 
interdependencies. They may be critical for the business 
but are no longer under the control of the individual 
business unit itself. At the same time, the market con-
ditions and competition are changing faster than ever 
and creating unforeseen situations. Traditional busi-
ness risk management tools do not systematically cover 
these new phenomena and especially the interdepend-
encies that can threaten the continuity of a business and 
its capabilities to survive and succeed. There has been 
a need to develop methods for supporting the managers 
of complex businesses to evaluate their business conti-
nuity capabilities especially in abnormal, unpredicta-
ble conditions.

METHODS
Business continuity management in all conditions is 
based on a thorough understanding of the business, its 
environment and vulnerabilities (Figure 1). The aim is 
to restore the normal conditions and return to business-
as-usual in the shortest possible time, as well as to mini-
mise any consequences to the business and its properties. 
The developed approach adapts the standard BS 25999-
1:2006 “Code of practice for business continuity man-
agement”, adaptive risk controlling strategies, and guide-
lines for capability maturity modelling.

BUSINESS CONTINUITY MANAGEMENT IN 
ABNORMAL CONDITIONS

Anna-Mari Heikkilä, Kari Komonen, Teuvo Uusitalo

The main phases of our approach in business continuity 
management are:
1.  Business impact analysis,
2.  Identifi cation and classifi cation of critical factors,
3.  Identifi cation and assessment of potential solutions,
4.  Recovery planning.

The approach is step-wise and it identifi es and evaluates 
the weak points of the business and the business’ capa-
bilities to react and sustain the normal conditions in dif-
ferent scenarios. The aspects to be analysed cover all ac-
tivities and their interdependencies from the production 
to marketing and strategic leadership including inter-
nal and external phenomena that may disrupt the nor-
mal business. Based on the evaluation results, the actions 
related to the removal of the weak points or mitigation 
of the associated impacts are planned and decided upon. 
Obviously not all weak points are under the control of 
the business itself, and so related weak signals need to be 
identifi ed and early warning tracking arranged.

RESULTS
In a large Finnish corporation, the approach has been 
used for building-up overall continuity management 
procedures for every level of the corporation. These pro-
cedures cover internal and external as well as expect-
ed and unexpected threats. The procedures and relat-
ed tools have enabled the gathering of knowledge from 
various hierarchical levels of the enterprise to the cor-
poration risk manager for creating the corporation con-
tinuity strategy. The approach has been found to be es-
pecially effi cient in identifying synergies between both 
business units and also production plants in relation 
to required actions and associated preventative invest-
ments.

DISCUSSION AND CONCLUSIONS
The approach for business continuity management cov-
ers both internal and external phenomena that can affect 
the continuity of a business. When used systematically 
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and extensively, the method can support the early recog-
nition and prevention of business discontinuities. It will 
support building up the preparedness and capabilities of 
the business in order to survive and sustain its normal 
operations within its critical recovery time. Moreover, it 
can also guide the selection process for alternative ac-
tions to improve the resilience of the business against ab-
normal conditions.

The strength of this approach is that it can be carried 
out in cooperation with existing risk assessment tools 
such as Enterprise Risk Management (ERM) or risk and 
safety analyses carried out in industry. The results of 
the performed risk analysis can be used as an input 
for business continuity evaluations. And the identifi ed 
weak points and their possible consequences can then 
be introduced and processed in different steps of the 
ERM, for instance.

Figure 1. Internal and external dependabilities make complex businesses vulnerable to unexpected interruptions.

EXPLOITATION POTENTIAL
Based on the reference cases, the feedback from compa-
nies has been very positive. The approach can benefi t a 
diverse range of businesses from one company corpora-
tions to multi-company value chains. The management 
of complex critical infrastructures and services that are 
owned by various stakeholders can benefi t from the sys-
tematic business continuity evaluations and capability 
building.
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Building structures should have the intrinsic ability 
(structural robustness) to limit the damage in case of 
unplanned or unforeseen exposure/loading scenarios. 
This applies both for naturally occurring unforeseen 
exposure, and for deliberate attack on the integrity of 
the structure. In the fi rst case robustness is related to 
structural safety, while in the second case to security. 
To achieve robust structures has to be a design objec-
tive from the earliest planning stage of the building.

INTRODUCTION/CONCEPTS
The failure of a building structure due to unexpected ex-
posure can have catastrophic consequences. Unexpect-
ed exposure can be an unplanned or unforeseen event, 
not considered in the design; or when the structure it-
self has properties not conforming to the design specifi -
cation. The exposure can be natural, or result of a delib-
erate attack. “The building”, in the robustness context, is 
a system which includes: the structural and non-struc-
tural construction elements, equipment for detection and 
warning, active and passive protection equipment, effi -
ciency of the intervention by emergency responders, etc. 
It is this system which tries to overcome the exposure, 
and the performance of the elements of the system will 
infl uence the consequences.

ROBUSTNESS OF STRUCTURES

Ludovic Fülöp, Tomi Toratti

Many elements of the system are not related to the build-
ing structure or its design; but the behavior of the struc-
ture is one link in the chain which infl uences the per-
formance of the whole. If other elements of the chain fail, 
the structure itself should survive the exposure with rea-
sonable damage. Of course, reasonable means “reasonable 
in proportion to the exposure”.

Most importantly, local damage should not result in cas-
cading failure, or as is often called “progressive col-
lapse”. This ability of the building structures to arrest lo-
cal damage, and to resist progressive collapse, is called 
structural robustness.

One of the goals of the building design process should 
be to produce robust structures; and the scope of re-
search to develop tools for the designer to achieve this 
goal.

DIFFICULTIES OF IMPLEMENTATION
Paradoxically, the risk of progressive collapse is increas-
ing in modern structures. In broad terms, this is because 
more specialization (i.e. concentrating on fulfi lling well 
defi ned purposes) tends to produce less robust solutions. 
E.g.:
•  Non-structural elements tend to be lighter and have 

less load-bearing capacity in modern buildings. 
Therefore, they are not capable to transmit loads in 
exceptional cases.

•  In order to increase construction speed and reduce 
costs, continuity between members judged to have 
no well defi ned function is often eliminated. There-
fore, the degree of redundancy is reduced and alter-
native load transmission paths are eliminated. If the 
primary load path is not available (e.g. a column has 
been lost due to impact or explosion), a non-redun-
dant structure has no means to redistribute forces 
and withstand the damage.

•  The safety factors in modern design standards are 
smaller in comparison with older standards.

Figure 1. Robustness in 127 buildings which experienced 
failure of some structural elements
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•  The use of high quality materials leads to more pre-
cise control of the material properties, meaning the 
elimination of the reserve strength that was typical 
to old buildings’.

•  Structures become more slender and fl exible, and 
therefore more sensitive to load variations.

•  Construction errors often infl uence the properties of 
high quality materials more, compared to the effect 
on traditional materials and solutions.

The review of 127 structural failures showed, that in 40% 
of the cases the robustness level was low (Figure 1). From 
the 79 cases when the failure resulted in collapse of the 
building, over 60% were judged to have low robustness, 
and only 3% high robustness [5].

Together with the lack of awareness among engineers of 
the importance of robustness and the inadequacy of the 
design methods, the above factors can cause unexpected 
behavior in modern buildings (Figure 2).

CURRENT DESIGN PRACTICE
Some robustness requirements are incorporated in mod-
ern design standards. E.g. in Europe, “a structure shall 
be designed and executed in such a way that it will not be 
damaged by events such as explosion, impact, the conse-
quences of human errors, to an extent disproportionate to 
the original cause” [2]. However, the specifi ed require-
ments are too general and diffi cult to apply in practice.

Possible measures to increase robustness include:
•  The tying together of the structural elements. The 

ties may be designed as components which must sus-
tain large deformations during catastrophic events.

•  Providing load-bearing interior partitions.
•  Creating redundant structural systems.
•  Ductile detailing, especially of connections, but also 

of members.
•  Compartmentalization, in order to isolate local fail-

ure and impede the spread of damage to other parts 
of the structure (i.e. sacrifi cing part of the structure 
in  case of exceptional loading).

R&D ACTIVITY
At VTT, the work on structural robustness is integrat-
ed in the general topic of structural safety and security. 
The experimental and modeling background knowledge 
in the structural engineering fi eld is used as platform for 
the development of the robustness concept. However, a 
fundamental reinterpretation of the existing knowledge 
and results is required.

VTT’s activity is in line with other European research, 
at the stage of development of concepts. The two main 
drivers of the robustness topic are participation in COST 
TU0601 “Robustness of structures” [3] and COST E55 

“Modeling the Performance of Timber Structures” [4]. 
TU0601 focuses entirely on the development of the con-
cept of robustness, and the raising of awareness to this 
topic within the construction industry; while E55 is con-
centrated on the implications of robustness on the design 
of timber structures.
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Figure 2. Collapse of the roof of a fair centre [1]
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An aircraft impact on safety related structures, in spite 
of its low probability, has been for a long time recog-
nised as a relevant loading case in designing modern 
nuclear power plants. Protective concrete walls of nu-
clear power plants are required to withstand the ef-
fects of impacts by projectiles, e.g. an aircraft crash or 
accidental missiles. The main concern in many cases 
is the fate of fuel.

INTRODUCTION 
An aircraft impact is considered to be a relevant loading 
case in designing modern nuclear power plants. Numeri-
cal methods and models need to be verifi ed against exper-
imental data in order to guarantee the reliability of numer-
ical results when simulating full scale applications. The 
main purpose of impact tests was to analyse and calculate 
test results, which have been done with the soft missile. 
The spreading of the fuel in a crash is also one main inter-
est, because the explosion and fi re may also cause damage 
to structures, machines and electrical equipment. When 
considering the spreading of the fuel the main interest has 
been on the measurement of the velocities and sizes of fuel 
droplets during a crash.

TEST METHODS
A medium scale apparatus has been constructed to per-
form impact tests. The apparatus consist of a pressure ac-
cumulator, acceleration tube, piston catcher and a target. 
The piston inside the acceleration tube is forced by pressu-
rised air and the piston pushes the missile above the tube 
via a fi n, which protrudes from the slot on the upper side 
of the acceleration tube (Figure 1) The missile geometry (in 
particular the cross-sectional shape) can be freely select-
ed and the missile can be made of steel, stainless steel or 
aluminium. The main objective of the impact tests is to in-
vestigate the failure modes of concrete walls and to meas-
ure forces, defl ections of the wall, and strains of the re-
inforcements. A water tank could also be installed inside 
the missile, making it then possible to research liquid dis-
persion and measure the size and speed of droplets dur-

SAFETY RESEARCH ON IMPACT LOADED 
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Kim Calonius, Ilkka Hakola, Matti Halonen, Jouni Hietalahti, Erkki Järvinen, Juha Kuutti, Leo Lapinluoma, Jukka Mä-
kinen, Arja Saarenheimo, Ari Vepsä

ing an impact. High speed video cameras, using a maxi-
mum of 1000 frames per second, can also be utilised. Fig-
ure 2 shows three still images of a steel missile crash dur-
ing an impact test. The impact apparatus is capable of ac-
celerating a missile with a maximum weight of 50 kg to a 
top speed of 200 m/s.

NUMERICAL STUDIES
Reinforced concrete is a challenging material from the nu-
merical simulation point of view. Different kinds of meth-
ods for predicting the response of reinforced concrete 
structures subjected to impact loads caused by deforma-
ble missiles that may contain liquid have been studied and 
assessed. Also materially non-linear analyses using the fi -
nite element (FE) method have been conducted. Nonlinear 
analyses of reinforced structures are quite sensitive to the 
material parameters. Numerical studies on impact loaded 
reinforced concrete walls have been reported [2,3,4].

Simulation of liquid fuel dispersal and burning has been 
performed using FDS software in the geometry of labora-
tory impact tests. The purpose of the work was to study 
the feasibility of the FDS code for the simultaneous simu-
lation of extremely fast fl uid release, fl ame formation and 
progress of heat and combustion products. The results on 
fuel dispersal simulations showed, that suffi ciently accu-
rate predictions of spray propagation can be achieved, at 
least in the scale of the impact tests. The fi re simulation 
results were both qualitatively and quantitatively plausi-
ble, although some uncertainties existed and are diffi cult 
to estimate. Studies on liquid dispersal have also been re-
ported [5].

RESULTS
The safety of nuclear power plant containment against air-
craft crash has been researched by impact apparatus and 
to date, almost 100 tests have been done. High speed video 
of the tests and numerical data have been analysed with 
the acquisition frequency of 100 000 Hz. The impact tests 
with soft missiles have been analysed and verifi ed us-
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ing formulas and advanced numerical methods. Also the 
spreading of the fuel has been investigated in some tests 
by measuring the speed and size of droplets after a mis-
sile impact.

DISCUSSION AND CONCLUSIONS
Impact tests have been conducted in order to both research 
soft missile crashes against concrete walls and develop 
the associated analysing methods. The tests have provid-
ed valuable information about the failure modes, impact 
forces and subsequent spreading of the water. Impact re-
search has been very important for the development of 
better analysis tools to increase the safety of structures. 
Tests to date have been conducted using quite simplifi ed 
structures and future research should involve also more 
complicated structures.

EXPLOITATION POTENTIAL
The impact test apparatus and developed analysis meth-
ods and formulas can be utilised in all kinds of crash 
tests. Especially in the future the target can be made of a 
different material or even a combination of materials. It 
is also possible to perform tests with pressurised air, in 
order to estimate the safety of structures when consider-
ing explosions.
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Earthquakes are one of the most dreadful natural dis-
asters. They are the least predictable, with no or un-
certain warning prior to occurrence. Defence against 
earthquakes can only be provided by the combination 
of preparedness and mitigation measures, together 
with effi cient emergency response. The classic saying, 

“Earthquakes don’t kill people. (Poorly built) Build-
ings do!” is an overstatement; but structural safety 
for seismic loads is certainly a key to reducing risk, 
while poor construction practices can signifi cantly in-
crease the consequences of an earthquake.

INTRODUCTION
Between 1974 and 2003, three earthquakes were listed in 
the Top 10 natural disasters with highest loss of human 
life [1]. The Great Tangshan Earthquake (27 July 1976, 
China) contributed the highest fi gure, a distressing 242 
000 lives lost. In all, 82 million people were affected in 
the 660 earthquake disasters reported in the 30 year pe-
riod.

Economic loss is usually also very signifi cant. After an 
earthquake event, entire communities typically need to 
be re-settled, and neighbourhoods rebuilt. A few impor-
tant risk factors affect the consequences of an earth-
quake – population density and seismic activity being 
the ones more diffi cult to control. However, the vulnera-
bility of the built environment is one risk factor which is 
controllable by good planning and construction practices.

STRUCTURAL SAFETY A KEY FOCUS AREA
The vulnerability of the built environment makes a real 
difference. A Richter 6.3 earthquake can be as devastat-
ing as the one in Bam, Iran (2003), which destroyed 90% 
of the city dwellings [1] made of mud bricks. It can have 
more moderate consequences like in l’Aquila, Italy (2009), 
where many old rubble masonry buildings were damaged 
or collapsed, or it can pass without special notice, like the 
magnitude 6.3 Kyushu, Japan, earthquake with reported-
ly injured eight people [2].

Therefore, good building practices, sustained and imple-
mented over a long period of time, are crucial for build-
ing-up resilient buildings with good earthquake safe-
ty. The main task of the engineering professionals is 
to provide the technical knowledge of what good prac-
tice means; but also to keep society and decision makers 
alerted about the potential consequences of long term ne-
glect. Advocacy, preparedness, prevention, and mitiga-
tion are all crucially important for low-probability high-
consequence events like earthquakes [3].

METHODS, DISCUSSION OF SOME RESULTS
One important aspect of VTT’s work is to carry out con-
sulting work when earthquake provisions are required 
for buildings and/or important equipment. The current 
research activity is focused on the development of effi -
cient design concepts for new buildings with good earth-
quake performance [4], and the study of possibilities to 
rehabilitate and retrofi t historic buildings which may be 
affected by earthquakes but have not been designed ac-
cordingly [5].

STRUCTURAL SAFETY IN SEISMIC REGIONS

Ludovic Fülöp, Ilkka Hakola, Peter Hradil, Asko Talja, Matti Mielonen

Figure 1. Historic masonry building proposed for inves-
tigation [6].
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The new building typologies under investigation are low-
rise buildings extensively used for industrial and com-
mercial activities; acknowledging that these building ty-
pologies represent a very important segment of the con-
struction sector.

An equally important priority is the rehabilitation of old 
buildings. Most existing buildings are in need of seismic 
retrofi t, because the original design was not in accord-
ance with the required safety level (understanding the 
effects of earthquakes is quite recent), or the destination 
of buildings has been changed without regard to the dif-
ferent demands imposed by the new use. 

For example, sophisticated numerical analysis is carried 
out on masonry stone buildings, much like the ones dam-
aged in recent earthquakes in Italy (Figure 1), in order to 
predict their seismic behaviour, and to propose rehabili-
tation procedures for improving earthquake safety (Fig-
ure 2).

EXPLOITATION POTENTIAL
VTT is working with an extended European partnership 
on the earthquake safety topic. Over 15 organisations, 
representing industry, research, universities and the pub-
lic sector (e.g. the region of Tuscany). The newly devel-
oped design and rehabilitation procedures will comple-
ment and improve the current practice, contributing to 
increased earthquake safety of new and existing build-
ings. 
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     (a)              (b)
Figure 2. Cracking pattern of (a) un-rehabilitated and (b) rehabilitated building due to seismic loads [7].
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This study describes briefl y the main contents on 
aspects for controlling the quality for timber con-
struction regarding the manufacture, the design, 
the building process and the maintenance process. 
As this topic is very wide, only some crucial parts 
are dealt with here. It is a main theme throughout 
this work that correctly timed decisions at different 
phases of a building project together with the fl ow 
of information is crucial for quality. Guidelines for 
this decision making are given in templates.

INTRODUCTION
Quality requirements are set for the design and construc-
tion of timber buildings, so that suffi cient reliability, du-
rability and overall usefulness of the building are en-
sured. The full document, ref [2], is particularly meant 
for the design, construction, use and maintenance of 
high span or otherwise demanding timber structures 
and joints. Considering timber buildings, the following 
should receive special attention:
•  Handling of information and communication be-

tween the building project partners
•  Security during construction, especially on tempo-

rary bracing of load bearing structures
•  Considerations on performance of connections and 

how these are affected by variable humidity
•  Swelling and shrinking of timber elements
•  Cracks caused by shrinkage of moist wood
•  Orthotropic strength of wood
•  Fire safety

The scope of this study was on the quality assurance of 
the end-product quality, which is to be achieved by a 
functional cooperation among the project partners, suf-
fi cient coverage and quality of design and on the docu-
mentation to be produced in a building project.

IDENTIFIED RISKS 
Here is a list of some typical cases, which have resulted 
in structural failures and which could have been avoid-

ed with quality assurance. Such cases demand special at-
tention.
•  Failures of inner ceilings, where in most cases the 

ceiling has been supported relying on the withdraw-
al strength of nails. Possibly additional hanging 
loads have been applied which have not been consid-
ered in the design.

•  Large connection areas constructed in a way that 
does not allow for shrinkage of the wood, thus 
checking is developed in the connection area.

•  Lack of stabilizing structures, either partly lacking 
or totally lacking. Especially in roofs of agricultural 
buildings and halls such failures have occurred. The 
structural performance has not been understood or 
the stabilization has not been designed to start with. 

•  Agricultural buildings are normally large and are 
structurally demanding buildings and normal do-it-
yourself building is not recommended.

•  The modular network has been differently under-
stood by the project partners. It is important that el-
ement designer and producer as well as the assembly 
contractor have a similar understanding of the mod-
ular network.

PLANS AND DOCUMENTS NEEDED FOR QUALITY 
ASSURANCE
The target levels of quality of a building project are draft-
ed in documents together with the means on how these 
levels are achieved. Also in the usual design and build-
ing contract documents, quality is often referenced (for 
example in setting requirements, method descriptions 
and inspection plans). This report describes the contents 
and implementation of some crucial tasks and documents 
with respect to quality assurance:
1.  Project description (The project description is a 

unique document of a building project specifying 
all the technical requirements and the initial infor-
mation of the project. The project description gives 
quality requirements on the design and on the con-
struction.)

QUALITY OF TIMBER CONSTRUCTION - GUIDANCE 
FOR BUILDINGS AND LOAD BEARING STRUCTURES

Tomi Toratti
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2.  Initial risk assessment 
3.  Structural design 
4.  Risk analysis and external supervision of the design
5.  Moisture control plan
6.  Assembly plan
7.  Maintenance manual of the building

Figure 1 shows a schematic diagram on the timing of the 
drafting of these documents. Some of these documents 
for constantly updated as the project progresses from in-
itial planning to design and execution. The main objec-
tive is that in every stage of the project, the documents 
have suffi cient updated information that certain design 
or execution phases can progress. Such documents need-
ing updating are the project description and the moisture 
control plan.

The procedures developed in this study, which are only 
partly described here, have received a varying feedback 
from the building professionals in Finland. In general, 
structural designers are most positive on these guide-
lines, as these help on their everyday design work on 
common problems encountered, which may be as sim-
ple as not having the necessary background information 
available when carrying out structural design or that 

suffi cient human resources needed are not considered. 
Some professionals regard the template as too complicat-
ed, although the contents are on decisions which should 
be done in any case. The use of such templates would be 
easier to apply in practice when information technolo-
gies are more widely applied for the construction process.
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Figure 1. Plans and documents related to the quality assurance of a building project.



 52

Failure studies on structures have recently been car-
ried out in various countries in Europe. However, 
these failure assessments have not been done in a 
uniform manner, which makes comparisons between 
the studies and the development of common proce-
dures a diffi cult task. The purpose of this paper is to 
propose a common format on gathering information 
from failure cases of timber structures. This topic is 
discussed in the research network of Cost E55 Mod-
eling of Timber Structures.

OBJECTIVES
The objectives of a failure template are:
•  To help the person carrying out the assessment to 

fi nd the relevant questions that need answers. This 
is mainly when new cases are assessed, but it may be 
used also for a re-evaluation of past failure cases.

•  To produce a failure assessment that is more uniform 
and which is less dependant on the expertise, profes-
sional involvement or personal characteristics of the 
person carrying out the assessment. Clearly the hu-
man factor cannot be fully ruled out.

•  Produce material for further analysis to pinpoint 
weaknesses in the construction process, which need 
attention or further research. This may be to identify 
if 

-   design procedures need improvement,
-   if our construction material is getting weaker
-   if there are not enough human resources allocat-

ed for specifi c tasks as structural design,
-   lack of communication in the construction site 

or misunderstandings
-   or other similar defi ciency

BENEFIT OF THE FAILURE TEMPLATE
When an expert is called for a failure assessment, he/she 
may use the template in gathering the relevant informa-
tion. It is not always important that the template is fully 
completed and certain information can be missing. This 
could possibly be due to that the information is simply not 

there or that a certain part is restricted from public for 
whatever reason. The real benefi t from a common tem-
plate comes when a number of failures cases are investi-
gated. This should reveal if there are defi ciencies in the 
material, design, construction process etc. This provides 
the information needed to pinpoint where alerts and/or 
remedy actions are needed. The failure causes are in this 
draft classifi ed based on a slightly developed version of 
the classifi cation used in the Nordic studies. An addition-
al question is posed under each failure cause class, in or-
der to bring up further light on the backgrounds of the 
cause. Failure Cause classifi cation used is as follows:

Related to structural design
a)  Poor design/lack of design related to strength or en-

vironmental actions
-   Quality control measures performed on the de-

sign (eg. external design check), describe
b)  Defi ciency of code rules for prediction of capacity

-   Identify the code design equation and the build-
ing codes (and national annex) used

c)  Extreme loading exceeding code values
-   Identify the building codes (and national annex) 

used
Related to construction on-site
d)  Poor principles during construction on site

-   Describe quality control measures performed in 
construction

-   Is the construction method known as best prac-
tice

e)  Alterations on-site of intended structural or detail-
ing design 

-   Describe quality control measures performed 
during the construction works (eg. construction 
inspections)

Related to building materials
f)  Inadequate quality of wood material used in con-

struction
-   Describe origin of material and quality control 

procedure applied on the material

PROPOSAL FOR A EUROPEAN TEMPLATE TO BE 
USED IN ASSESSMENT OF STRUCTURAL FAILURES

Tomi Toratti



53

STRUCTURAL SAFETY

g)  Poor manufacturing principles for wood products 
(glulam, fi nger-joints etc.)

-   In this case best practice is not good, suggest im-
provements for best practice

h)  Manufacturing errors in factory on prefabricated 
products (elements)

-   Quality control measures performed on manu-
facturing (eg. internal or external production 
control), describe

Related to building use
i)  Is the building used as intended (as designed)

-   Describe
j)  Is there lack of maintenance of the structure

-   Was suffi cient information on use or mainte-
nance procedures given?
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Figure 1. Buckling of the roof structures due to insuffi cient bracing [1].
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An Internet tool “Palovara” has been developed at 
VTT for assessing and controlling domestic fi re risks. 
Its main purpose is to improve fi re safety attitudes 
at homes and to support the national initiative to re-
duce fi re risks to private citizens. “Palovara” con-
sists of three parts: a questionnaire on fi re risks at 
home, a collection of Internet links to fi re safety in-
formation, and fi re simulations illustrating the de-
velopment and spread of fi re and smoke. The ques-
tionnaire responses have been analysed to detect 
weaknesses in domestic fi re safety and focus areas 
for improvement measures.

INTRODUCTION
The annual number of building fi res in Finland is ca. 
4 000. The number of fi re fatalities in Finland is ca. 20 in-
cidents per million inhabitants per year. More than 95 % 
of fi re fatalities occur in residential buildings.

An important factor increasing the fi re risks of residen-
tial environment is the alienation from the use of fi re. If 
not realising fi re risks at home, people may cause danger-
ous situations by imprudent action. Furthermore, knowl-
edge on the rapid development of fi re and rational action 
in case of fi re can be inadequate.

To improve fi re safety attitudes at homes and to enhance 
the initiative reduction of fi re risks of private persons, 
an Internet tool for assessing and controlling domes-
tic fi re risks has been developed at VTT. The “Palovara” 
tool, www.palovara.fi , consists of three parts: a multi-
ple-choice questionnaire on fi re risks at home, a collec-
tion of Internet links to fi re safety information, and fi re 
simulations illustrating the development and spread of 
fi re and smoke.

METHODS 
The development of the multiple-choice questionnaire was 
two-phased. First, a trial version was prepared for testing 
and commenting by pilot users. More than 300 answers 

INTERNET TOOL FOR CONTROLLING DOMESTIC 
FIRE RISKS

Tuula Hakkarainen, Hanna Hykkyrä, Kimmo Kauvo, Tuomo Rinne, Kati Tillander

and about 50 written comments were received. On this ba-
sis, the questionnaire was revised and fi nalised.

The purpose of the Internet links collected to Palovara 
is to facilitate the information search on different top-
ics related to the fi re safety of home environment. The 
links arranged according to the topic lead to information 
on e.g. action in case of fi re, smoke alarms and extin-
guishers, electrical devices, grilling and campfi res, can-
dles, and smoking.

Fire simulations to illustrate the development and spread 
of fi re and smoke were performed using the Fire Dynam-
ics Simulator (FDS) program developed by NIST and VTT 
[1]. The simulations describe the development of fi re 
originating from a deep fat fryer or a sofa, scenes in a 
smoky staircase, and fl ashover of a living room. The fi re 
load of a room and the ignitability of internal surfaces 
have been varied to demonstrate their effect on the fi re 
development. 

RESULTS AND DISCUSSION
The Palovara tool for assessing and controlling domestic 
fi re risks was published in May 2008. Its most important 
message is that people themselves are in the key role in 
the improvement of fi re safety at home. The front page of 
Palovara is shown in Figure 1.

The Palovara questionnaire gives immediate feedback to 
the user related to each answer. At the end of the ques-
tionnaire, a report with scores on different fi re safety 
topics is generated. The answers with voluntary back-
ground information are recorded in a database for analy-
sis. The answers stored by the end of October 2008 have 
been statistically analysed [2]. On the basis of the re-
sults, the improvement measures of domestic fi re safe-
ty should be focused especially on fi re prevention and 
rescue, smoke alarms and fi rst extinguishing equipment, 
use of electrical devices, and smoking.  The most evident 
fi nding was the inadequate knowledge of the youngest 
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age groups in all topics of the questionnaire. Therefore, 
fi re safety guidance and education should be started al-
ready at nursery and school age.

An extensive collection of fi re safety information is pro-
vided via the Palovara Internet links. The link list can 
serve as a classifi ed index when the user looks for infor-
mation on a specifi c topic.

Fire simulation videos in Palovara provide an illustrative 
presentation on the development of fi re. The videos help 
the viewer to realise that quick action and escape are im-
portant in case of fi re. Furthermore, they illustrate that, 
unlike in disaster movies, the visibility in a fi re room is 
very limited due to smoke.

EXPLOITATION POTENTIAL
About 10 000 individualised users have visited the Pal-
ovara site during the fi rst year after publication. The 
monthly number of visitors is currently ca. 500. The main 
benefi ciary of Palovara is the general public in Finland. 
The Palovara tool can also be used for educational purpos-
es. By storing the answers to the questionnaire, Palovara 
provides data for the authorities and researchers.
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Figure 1. Main page of the Palovara website. http://www.palovara.fi /
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Fire Safety Engineering (FSE) methods and product 
performance knowledge have been applied to show 
improved or maintained fi re safety together with in-
creased possibilities for use of wood. Examples of 
these studies are use of timber beams in large halls, 
use of wood in facades and reduced minimum dis-
tances between low rise buildings.

INTRODUCTION
Fire safety is one of the essential requirements for safe-
ty building and thus a key aspect when considering an 
increase of wood use in building. Wood as a combusti-
ble material is often considered dangerous and diffi cult 
to manage as a building material. In the past this has 
caused regulations and interpretations to develop unrea-
sonably restrictions for building with wood. 

METHODS 
Application of performance based design methods enable 
judgement of fi re safety without prescriptive material-
dependent engagements. These methods can be used for 
reviewing norms and for comparisons of fi re safety lev-
els by showing signifi cance and magnitude of different 
safety measures. For development of new products with 
improved fi re performance, physical relationships of ef-
fecting parameters are used in predicting needed func-
tions.

FIRE SAFE BUILDING WITH WOOD

Tuula Hakkarainen, Jukka Hietaniemi, Esko Mikkola, Tuuli Oksanen 

RESULTS 
Analysis of wooden beams in large hall buildings has 
shown that wood structures are not usually critical to 
fi re safety. If fi re safety is to be improved, investments 
to e.g. faster detection or suppression systems would be 
much more effi cient than investments to structural fi re 
protection. 

Wooden facades in concrete framed building (4 storeys) 
cause only a limited increase in the probability of fi re 

Figure 1. a) Flashover in a room scenario. Figure 1. b) External fi re exposure scenarios.



57

FIRE SAFETY

spread to apartments above 
the origin of fi re. This in-
crease is well within the lim-
its also caused by variation in 
other parameters (distance to 
fi re brigade, room shape, win-
dow dimensions, etc.). Thus, a 
wooden facade does not prac-
tically increase the number 
of fi re fatalities, and proper-
ty losses can be restricted by 
proper construction of venti-
lation cavities as well as eaves 
and roof structures.

Based on studies of several fi re scenarios (see Figure 1) in 
dense and low-rise buildings it was concluded that for P3 
fi re class buildings (detached and semi-detached houses) 
the minimum distance between buildings could be re-
duced from 8 m to 6 m [1,2].

Practical guidance for design purposes is being devel-
oped in a European project entitled “Fire Resistance of 
Innovative Timber Structures (FireInTimber)” [3]. Key 
topics of this project are fi re design concepts for struc-
tures, calculation methods for structures including con-
nections and new products. An example of studies con-
cerning thermal barriers for decreasing charring rate of 
timber products is given in Figure 2. 

DISCUSSION AND CONCLUSIONS
Results based on fi re safety engineering ensure that re-
quired safety levels are reached with the proposed solu-
tions without prescribing which materials can or cannot 
be used. The used calculation and assessment tools pro-
vide practical methods for new design concepts as well 
as for product development of timber products with im-
proved fi re resistance.

EXPLOITATION POTENTIAL
The results provide background data for proposals of 
changes in regulations enabling wider use of wood in 
structures and in facades as well as reducing minimum 
distances between low-rise buildings. Practical guidance 
is provided for design purposes and testing needs are re-
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Figure 2. Examples of char-
ring depth results for different 
types of thin thermal barriers.

duced with the help of assessment methods for product 
development. All of these factors result in an increased 
market share of buildings with wood while ensuring con-
tinued or improved fi re safety.
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An evacuation simulation module has been devel-
oped at VTT for the Fire Dynamics Simulator fi re 
model. The key features of the new computational 
tool include: 1) agent-based simulation of humans 
as individuals, 2) the ability to simulate large and 
dense crowds, 3) the identifi cation of hazardous 
clogging situations by the inclusion of real physical 
forces appearing in the egress situations, 4) the ca-
pability to consider socio-psychological effects like 
small-groups, 5) exit selection, and 6) the interac-
tion between fi re and humans. A series of evacua-
tion experiments has been performed to obtain vali-
dation data for the model.

INTRODUCTION
Numerical simulation of fi re and evacuation processes 
is an essential part of the modern performance-based 
building design process. In this work, a new evacuation 
simulation tool has been developed with three main fea-
tures: i) The tool can be used to simulate large and high 
density crowds where the movement dynamics is affect-
ed by the crowd pressure. ii) The interaction between the 
evacuees and fi re can be taken into account by simulta-
neous simulation. iii) The decision making processes of 
the evacuees are modelled taking into account socio-psy-
chological aspects like the importance of familiar peo-
ple (group dynamics) and places. The simulation tool has 
been implemented to the Fire Dynamics Simulator (FDS) 
software, and is called FDS+Evac, see Figure 1.

MODEL DEVELOPMENT
In the FDS+Evac tool, each human is treated as an au-
tonomous agent and followed by an equation of motion. 
This approach allows each agent to have its own person-
al properties and escape strategies [1, 2]. By using FDS as 
the platform of the evacuation calculation there is direct 
and easy access to all local fi re related properties, like 
temperature, smoke, and radiation levels. Game theoret-
ic reaction functions and best response dynamics are ap-
plied to model the exit route selection of the evacuees [3]. 

A NUMERICAL TOOL FOR EVACUATION 
SIMULATION

Simo Hostikka, Timo Korhonen

Two different types of evacuation situations were stud-
ied experimentally [4]. The fi rst type involved evacu-
ation drills which are normally carried out as part of 
the safety training of the staff in public buildings and 
workplaces. In evacuation drills, careful preparation of 
the observations is possible. The second type involved 
actual evacuations, where the decision making process-
es are likely to be similar to what they would be in case 
of a real fi re. The main techniques used for the observa-
tion of evacuation drills were video cameras and Radio 
Frequency Identifi cation (RFID). The utilisation of sur-
veillance camera recordings was studied in the context 
of actual evacuations.

RESULTS AND EXPLOITATION POTENTIAL
The FDS+Evac tool has been validated against experi-
mental results and other commercial evacuation codes. 
The tool was made publicly available as part of FDS for 
the whole fi re community. FDS+Evac can be used to 
perform evacuation simulations in a wide range of dif-
ferent applications. So far, in Finland it has been used 
in the analysis of, for example, a historical museum, a 
large shopping centre, a concert hall and a railway sta-
tion. Applications in other countries are numerous.
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 60

Emerging risks are typically risks for which only a 
limited amount of data is available. As a consequence, 
these risks are often not foreseen or simply neglected 
during risk assessments. In major capital projects in 
industry such an oversight might have serious implica-
tions on the project itself or on the safety of the future 
operators and maintenance staff at the new installa-
tion. VTT is therefore focused on creating new risk as-
sessment methods and tools that can be integrated with 
those currently in use.

INTRODUCTION
The aim of this line of research is to improve the man-
agement of emerging risks in large industrial investment 
projects by providing new and innovative risk management 
features to current tools and procedures used by process de-
velopers and engineers in these projects, by plant operators 
and maintenance staff in existing plants, and by the com-
panies’ decision makers and project management.

INTEGRATED RISK ASSESSMENT OF EMERGING 
RISKS IN LARGE INVESTMENT PROJECTS

Yngve Malmén, Anna-Mari Heikkilä, Teuvo Uusitalo

Here the emerging risks are defi ned as:
•  new risks; such as risks related to new technologies,
•  growing risks; for instance, risks that are expected to 

increase as certain technologies become more common,
•  re-evaluated risks; i.e. risks that have previously been 

underestimated.

Aspects associated with safety and security, in addition 
to vulnerability and business continuity, are encountered 
at various stages during an investment project. Emerging 
risks must be addressed alongside more conventional risks. 
Typically due to a lack of data, most existing risk assess-
ment methods and tools are not optimal for the assessment 
of emerging risks. In addition, local and national differenc-
es and priorities may affect the interpretation and actions 
on various emerging risks. This leads to a need to adapt ge-
neric models and methods to a national or even a local en-
vironment.

METHODS
VTT’s vast experience in the application of current risk 
analysis, assessment and management principles and meth-
ods in a variety of contexts constitutes the basis of our de-
velopment of improved methods and models for address-
ing emerging risks phenomena in large investment projects. 
Our work is also based on the integrated risk management 
and emerging risk paradigms as defi ned in the EU project 
known as iNTeg-Risk.

The development work of generic solutions is done in coop-
eration with both national and international partners. The 
leading principle in the selection of the methods used in the 
development work is to satisfy the needs of the future us-
ers of the results. Thus, generic methods and models are, for 
instance, further developed to better support the demands 
associated with new technologies to be implemented in Fin-
land.

RESULTS
Integrated risk management solutions are developed for:
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•  process developers and engineers working in invest-
ment projects,

•  plant operators and maintenance staff,
•  decision makers in large scale investment projects.

The results of this ongoing line of research include:
•  innovative new risk management features to current 

tools – mainly to 3D modelling and virtual-/hyper- re-
ality tools – used by process developers and engineers 
working in investment projects,

•  an integrated risk analysis method and models for risk 
assessment of complex systems including technical, 
human and organisational risks to support plant opera-
tors and maintenance staff,

•  a method with a focus on emerging risks for supporting 
the decision making of directors and managers in large 
scale investment projects.

DISCUSSION AND CONCLUSIONS
Decision making at every stage of an investment project is 
becoming more diffi cult due to emerging risks, for which 
the probabilities and severities are not well known, unde-
fi ned, or ambiguous. The new methods and models devel-
oped during VTT’s research projects supplement current de-
cision making procedures: they add to the features of cur-
rent tools and thus enable the systematic identifi cation and 
assessment of emerging risks in an integrated manner, or 
they use the possibilities of the tools to visualise the re-
sults of risk management activities and to store data relat-
ed to different risk scenarios. Feedback between the operat-
ing plants and their maintenance staff on the one hand, and 
process developers and design engineers on the other, will 
be assured.

EXPLOITATION POTENTIAL
Based on the experience of this line of research, VTT pos-
sesses up-to-date knowledge and excellent networks to sup-
port developers and engineers, plant operators and main-
tenance staff, as well as the decision makers of companies 
and project management in integrated management of both 

traditional and emerging risks in large investment projects 
involving complex systems with technical, human and or-
ganisational risks.

ACKNOWLEDGEMENTS
This line of research is funded by the European Union and 
VTT.



 62

Work is more effi cient and disagreements less likely 
when the phases of the work are known and can be 
verifi ed according to a checklist. When modernising 
machinery and related automation it is important 
to consider the working process, the responsibilities, 
and the risks related to the case.

INTRODUCTION
Instead of new investments, modernisation of machines 
and systems is more and more often chosen in Finnish 
industry. According to interviews in cooperating compa-
nies, automation is renewed twice as often as mechani-
cal structures. [1]

Modernisation of old machines provides more effi ciency, 
and above all, the productivity can be signifi cantly in-
creased with new automatic functions. Modernisation can 
also be chosen for reliability and safety improvements, en-
vironmental requirements and maintenance reasons. Quite 
often, the target can be reached by modernising the sys-
tem. Especially, automation is developing so rapidly that 
old-fashioned, non-compatible control system need to be 
renewed. Many goals can be reached by affecting only the 

SAFETY-CONSCIOUS MODERNISING PROCESS OF 
AUTOMATED MACHINERY

Marita Hietikko, Timo Malm, Markku Vanhala, Outi Venho

automation. Modernisation is usually less expensive than 
building a completely new system.

There are several directives and standards dealing with 
new investments, but the amount of requirements and 
guidelines for modernising machines and production 
lines is for the moment comparatively small. Therefore, 
the requirements for old machinery can also be unclear.

The subject is topical also because the new Machinery Di-
rective and Work Equipment Directive amendment (WED) 
are to be implemented in Europe in 2009. WED is relat-
ed to the use of machines and therefore it is related to old 
machinery and modernisation [2]. The Directives provide 
a framework for safety issues in machinery, but much re-
search and design are needed when implementing new safe-
ty principles to old machinery. The cases are always new.

METHODS
An interview study and a literature review provided ex-
tensive material which was subsequently analysed. The 
purpose of the interview study was to collect informa-
tion on the wide range of procedures used by companies 
in a modernisation project. The objective of the study 
was to condense the information into a general model of 
the modernisation process. The model was iteratively re-
viewed and developed with the cooperating companies. 
The most common risks related to modernisation were 
also sought by interviewing designers.

RESULTS
It is important to clearly agree on the responsibilities in 
a modernising project. The modernisation model was in-
troduced to present the phases of the modernisation proc-
ess for machinery, at the same time indicating the party 
normally responsible for each task.

At the end of any modernising project, the supplier should 
also be able to state their responsibility for the work. A 
CE-marking or declaration of conformity for the modern-Figure 1. Development of machinery safety.
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isation can not be provided. However, it would be valua-
ble if the modernisation supplier could provide a written 
statement about what has been done and what require-
ments have been followed. The user could then continue 
the process by considering what still needs to be done. The 
ensuing report would basically provide an example of the 
safety description of a modernisation implementation as 
prepared by an executor of a modernisation process.

The most common risks related to the modernisation of 
machinery have been compiled, and the listing provides 
information about common ways of minimising the risks 
and also guides the user to further related information. 
Typical safety issues related to modernisation include, 
for example, unexpected start-ups, separation of ener-
gy and inadequate safety devices. During the implemen-
tation phase, there are often new risks, especially when 
the modernisation work is performed while the machines 
are running.

DISCUSSION AND CONCLUSIONS
Modernising systems and automation has become an 
even more common phenomenon than building new pro-
duction lines. This means that there are many moderni-
sation projects ongoing. There is a strong need to obtain 
information about responsibilities and good working pro-
cedures, but the legislation does not declare who is re-
sponsible for the safety of the modernised system. The 
employer obviously always has some degree of respon-
sibility to use safe equipment, but how much can be de-
manded of the supplier. This area of contention may be 
costly to both parties, so it is important to also agree 
on possibly unclear responsibilities and subjects. To en-
sure that typical responsibilities and unclear issues are 
addressed, a specifi c checklist was developed to support 
modernisation projects.

EXPLOITATION POTENTIAL
The focus in the fi rst phase of the research was the mod-
ernisation process of the machinery and production line, 
while the continuing research centres on machine au-
tomation. Machine automation is especially important 
since it is typically renewed more often than the equip-
ment itself, and nowadays also has an enhanced role. Up-
coming research will centre on the model and the mate-
rial developed for machinery modernisation process. The 
report [1], in Finnish, can be obtained from the Internet, 
and an English version is forthcoming.
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The importance of software in safety-critical ma-
chinery applications is increasing. New applica-
tions with more sophisticated safety features are im-
minent. Software is replacing relays and mechan-
ical structures in older systems. Nowadays, there 
are many different methods available to ensure safe 
software, but at the same time there is an increasing 
need to use larger and more complex structures, and 
more economical developing procedures. These fea-
tures contribute to the new challenges in safer soft-
ware development.

INTRODUCTION
Software based safety functions are becoming increas-
ingly common and thus companies have an growing need 
to prove the safe functionality of software. One reason to 
this trend is that often “iron is replaced by brains” (ro-
bust systems vs. monitored systems) because “brains” are 
cheaper than “iron”. In practice, this means a pipeline can 
be thinner if the pressure is well controlled or drive-by-
wire functions can replace mechanical solutions. In ad-
dition, many traditional safety functions, like emergency 
stopping, are realised using software based systems. 

A notable feature in machinery software is that there are 
many kinds of different systems with software. Safe-
ty-related software can be in different parts of the sys-
tem and quite often it must be isolated from the stand-
ard software. Examples of programmable systems in ma-
chines include:
-  safety PLC (programmable logic controller), safety 

busses, safety communication networks,
-  distributed systems with or without PLCs,
-  embedded systems with embedded software (micro-

controllers, FPGA, ASICS, etc.),
-  control systems with parameter programming, which 

are specifi c for automated machines, like machine 
tools, presses, paper machines, etc.

-  systems with industrial PCs or computers for good 
interface or calculating capacity,

SAFETY-CRITICAL SOFTWARE IN MACHINERY

Timo Malm, Marita Hietikko, Jarmo Alanen
TTY: Timo Vepsäläinen, Mika Katara

-  control systems for autonomous machines, like ro-
bots with automated code generation from photo-
graph or CAD picture or AGVs with automated tasks.

METHODS
Currently, the safety of a programmable control system 
is often validated according to the IEC 61508 standard 
family. The basic idea of the standard is to guide the de-
signer to do safety-related actions in each phase of the 
design; i.e. not to concentrate on laborious and often in-
effi cient testing. The standard presents over 80 methods 
for programming and testing of software. In addition, 
there are variations of methods and the methods can be 
used to different extents. It is diffi cult for the design-
er to decide which methods are good, especially for the 
current software project. The increasing use of cost-ef-
fective software like “open source software”, “Commer-
cial, off-the-shelf” (COTS), reused software, and agile 
software processes bring new challenges for the level 
of safety.

The research aims to set criteria on how to choose meth-
ods for the process of designing safety-critical software. 
In this research the methods are classifi ed according to 
their suitability to specifi c applications. “A toolbox” will 
be generated, which will provide tools (methods) for each 
type of machinery software project. Consequently, com-
panies will be able to build up a software design process 
for their own use. This can speed up a software design 
process and result in signifi cant cost savings.

RESULTS
It is important to follow accepted safety standards in pro-
ducing safety-critical software. A typical feature in cur-
rent standards is that there are a lot of requirements for 
all phases of the software development project. The rea-
soning behind this approach is that software testing can-
not be comprehensive. The number of possible input com-
binations is typically too large to make complete test-
ing feasible. Excellent testing is important, but it cannot 
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overcome poor design. Therefore, a procedure which cov-
ers the complete lifecycle of the software is needed.

IEC 61508-3 presents requirements in the V-model (Fig-
ure 1) [1]. This is a good way to describe requirements, 
but in practice, this kind of straightforward ongoing de-
velopment is (probably too) optimistic. Software devel-
opment often includes new solutions (compared with the 
requirement specifi cations), steps backwards, prototypes, 
and incremental phases.

DISCUSSION
Ever since the fi rst computer programs were generated, 
it has been suggested that the amount of errors has been 
about 5 per 1000 well-tested source code rows [2]. Al-
though this sounds like a poor history, it is still possi-
ble to make safe software. It is possible to prevent errors 
from becoming failures, which affect the safety features 
of the system severely, through various means, e.g. relat-
ed to architecture, well-defi ned programming rules, ad-
equate testing, etc.

EXPLOITATION POTENTIAL
According to IEC 61508-1 it is required that safety criti-
cal software should be validated by persons from anoth-
er organisation. This would be an opportunity for small 
or medium sized enterprises to provide their knowledge 
in software projects. When both the user and the provid-

er understand the process of making safety-critical soft-
ware they can better help each other in the process. VTT 
continues research aimed to help companies create relia-
ble safety-critical software more effectively.

ACKNOWLEDGEMENTS
The research is funded by Tekes (Finnish Funding Agen-
cy for Technology and Innovation), nine companies and 
VTT, and realised by VTT and in Tampere University of 
Technology: Department of Automation Science and En-
gineering and Department of Software Systems.

REFERENCES
[1]   IEC 61508-3. Functional safety of electrical/elec-

tronic/programmable electronic safety-related sys-
tems. Part 3: Software requirements. 95p.

[2]   Katara, M. 2007. Software Testing – Lecture notes. 
Tampere University of Technology. 510p.
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Predefi ned risk assessment procedures describe the 
desired behaviour model for managers and experts: 
what they are expected to do in a risk assessment, 
and with which tools and methods. In reference to 
these procedures, the risk assessment practices can 
then also be audited and further developed. Setting 
formal risk assessment procedures also accentuates 
the signifi cance of the risk management. 

INTRODUCTION
The use of formal risk assessment procedures in differ-
ent organizations and industrial areas has increased, and 
in fact become common. A formal analysis has become 
a symbol for effi cient information use, rational decision-
making and a willingness to act, and may have four dif-
ferent purposes [1]: informational purposes, communica-
tion, direct and focus the attention, or symbolic reasons. 
These all can be seen in current risk assessment proce-
dures.

It has become obvious that the risk assessment results 
depend on the analysis leader and team, and not only 
on the commitment of the analysis owner in industry. 
The need for instructions on how to assure the quali-
ty of a risk analysis in practice has been acknowledged, 
and industry has sought quality criteria to support de-
cision-making when selecting risk analysis experts and 
leaders.

METHODS
To create and develop new knowledge on risk assessment 
and management processes, the data collection followed 
the principles of “systematic combining” [2]. Based on 
the QUASA and a questionnaire to risk analysis experts 
and industry, the risk assessment process was evaluat-
ed and its shortcomings identifi ed. The outcome formed 
a basis for quality criteria of risk analysis and assess-
ment. For the criteria, the duties of both the risk analy-
sis experts and the industrial partner subscribing the risk 
analyses were studied. 

QUALITY OF RISK ASSESSMENT AND ITS 
IMPLEMENTATION

Anna-Mari Heikkilä, Mervi Murtonen, Minna Nissilä, Veikko Rouhiainen

RESULTS
The quality criteria of formal risk analysis and assess-
ment have been presented [3,4]. The criteria are present-
ed as the following indicators that strongly infl uence the 
performance of a risk assessment and its quality:
•  Defi nition of the object
•  System defi nition and description, including limita-

tions
•  Analysis methods – chosen according to the system 

and the objective of the analysis
•  Quality of the source and background information
•  Competence of the analysis leader
•  Availability of the required resources
•  Documentation
•  Results and the analysis process meet the objectives 

of the safety analysis
•  Communication of the results

Alongside the quality criteria, instructions for perform-
ing a high-quality risk analysis were called for. The roles 
and responsibilities of the analysis leader, secretary and 
owner were emphasised.

DISCUSSION AND CONCLUSIONS
Formal risk assessment processes initiate routines for an-
alysing and evaluating potential hazards and give a pre-
determined structure to different activities during the 
object life-cycle. At best, the formal methods are supple-
mented and modifi ed by managerial judgement in a so-
cial process, where managers and engineers discuss and 
debate their judgements. Nevertheless, the essence of risk 
management is in the way in which we weave together 
the tacit and the explicit – the formal and the informal 

– risk assessment. It is about fi nding a balance between 
human beings and technological systems: not allowing 
hard data to drive soft understanding.

EXPLOITATION POTENTIAL
Quality criteria with instruction support risk assess-
ment owners in industry in defi ning the objectives and 
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frames of a risk analysis and in commissioning the anal-
ysis work and the obtained results to ensure that the de-
fi ned objectives and quality criteria are met. The quality 
criteria also support risk analysis experts to develop the 
quality of their own work as well as the communication 
with their clients in industry. The criteria are also used 
in external evaluations to assess the quality of complet-
ed risk analyses.
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Figure 1. Strengths of a formal Risk Management (RM) process in comparison with informal risk assessments.
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Safety and security issues are a key concern of every 
organisation and company. The value creation proc-
ess in the fi eld of safety and security service business 
has been proposed. The value and earning principles 
related to corporate security will be developed and 
described in the “Value of Corporate Security Serv-
ices” (ValueSSe) project.

INTRODUCTION
The safety of people, environment and property is a key 
concern of every organisation and enterprise. Safety 
management policies and methods together with safe-
ty engineering technologies are in fact well-known and 
widely applied for accident prevention. The economic 
consequences of industrial accidents may be extremely 
high, for instance, the direct losses of the explosion in an 
oil refi nery in Texas City in March 2005 were estimated 
to exceed 3 Billion USD. In addition to safety concerns, 
global operation and complex supply chains make the 
companies more vulnerable to security threats and natu-
ral hazards. Special emphasis must be placed on business 
continuity planning. 

There is a growing public concern on the security of the 
society and its critical infrastructure. The increasing de-
pendence on interconnected infrastructures (e.g. trans-
port, energy, and information) increases the vulnerabil-
ity of societies. Quite often the probability of a natural 
hazard may be high, but the associated preventive meas-
ures may be insuffi cient, or may not be implemented at 
all.

What is the value of safety and security in private com-
panies, public organisations and society in general? Cor-
porate values are principles that guide an organisation’s 
internal conduct as well as its relationship with the ex-
ternal world. Values are usually expressed in a mission 
statement and they should infl uence the corporate strate-
gy and decisions. Economists link value to price through 
the mechanism of exchange. The value of safety and se-

THE VALUE CREATION PROCESS OF SAFETY AND 
SECURITY 

Helena Kortelainen, Marinka Lanne, Teuvo Uusitalo

curity is often measured by the cost of accidents, which 
actually indicate a lack of safety instead of any perceived 
safety level. Cost-benefi t analyses seem to be too limit-
ed and need to be supplemented by criteria dealing with 
other aspects and perceptions of value.

Growing demands for safety and security together with 
the development of more sophisticated and complex 
technologies have created business opportunities for 
safety and security service providers. However, it is a 
challenge for the service providers to understand, de-
scribe and demonstrate the value of safety and securi-
ty to the client. In order to understand the value, serv-
ice providers need to evaluate the effects that security 
have on the client organisations’ core business and val-
ue perceptions.

METHODS 
The value creation process in the fi eld of service business 
related to corporate security is being studied in the Val-
ueSSe (Value of Corporate Safety and Security Services) 
project together with eleven Finnish companies, public 
organisations and research partners. The 3-year project 
started 2009.

The value perceptions of the service providers and the 
clients are studied by individual and group interviews. 
Transcription and qualitative analysis methods are used 
when interview data is analysed. The development work 
of models, methods and tools is based on interview data, 
groupwork data, company case studies and models used 
in other business branches. Multicriteria decision-mak-
ing methods and the Quality Function Deployment (QFD) 
methodology will be utilised. The main steps in the 
project are presented in Figure 1.

RESULTS 
As a fi rst step towards more profound value considera-
tions, the ValueSSe project aims to create and demon-
strate a methodology that will enable companies to de-
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velop their safety and security services to global mar-
kets. Systematic methods for value evaluation will sup-
port the companies and their networks to develop their 
products, services and solutions. These methods will en-
able companies to justify the benefi ts and pricing of their 
safety and security services thus strengthening their po-
sition in the global markets. The results will show how a 
producer of safety and security services can create add-
ed value for its customers and how this value can best be 
described and produced.

EXPLOITATION POTENTIAL
The business volume of safety and security services is 
expected to grow in the future. The demand for corpo-
rate-wide solutions in global enterprises will increase. 
This development is driven, for example, by the follow-
ing trends (e.g. [1], [2], & [3]):
•  increasing mobility of people and goods,
•  global operation and networking of companies,
•  natural hazards, environmental problems and easily 

transmitted diseases,
•  challenges of social security in demographical 

changes,
•  increased reliance of the society on critical infra-

structure (especially on electricity and telecommu-
nication networks),

•  information security and criminal actions in infor-
mation networks.

Collaboration and partner-based relationships between 
different service providers and clients will provide a bet-
ter capability to create a common understanding and ena-

Figure 1. Main steps in the ValueSSe-project.

ble a transfer towards more value-based thinking, instead 
of merely selling “manpower” and technical devices.
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Many challenges exist in the management and gov-
ernance of industrial accidents. Accidents can result 
in releases to the environment; resulting in harm 
to people, and damage to ecosystems, property and 
companies’ imago. Both the complexity of process-
es and control systems, and the dangerous nature of 
chemicals and extreme weather events in the future, 
for example, could lead to an increase in the risk of 
accidents. The management of these situations de-
mands suitable, tailored risk analysis methods. In 
this paper four such risk analysis methods are de-
scribed.

INTRODUCTION
It has recently been realised that process safety cannot 
simply be thought of as the creation of a component-by-
component study, but rather the entire process as a socio-
technical complex system must be understood in order 
to make the process safe. Moreover, it has been seen that 
emerging risks, like risks due to extreme weather events, 

might be increasingly detrimental to industrial systems 
and result in both chemical releases to the environment 
and fi nancial losses. VTT, in cooperation with the organ-
isations and other end users, has helped enterprises im-
prove their risk management by developing new tailored 
risk analysis methods for various purposes. 

METHODS
To develop technical risk analyses for enterprises and 
authorities VTT adheres to the standard IEC 60300-3-
9:2000 Risk analysis of technological systems (Figure 1); 
tailoring it as desired for a variety of applications and 
scenarios. The development is typically partly done in 
brainstorming sessions with the end users. Some of the 
risk analysis methods are realised as MS-Excel based 
tools.

RESULTS
The environmental risk analysis for accidental emissions 
[1] was developed in co-operation with VTT, the Finnish 
Environment Institute (SYKE) and the Safety Technolo-
gy Authority (Tukes).

The method is delivered as a guideline for proactive envi-
ronmental risk analysis when assessing accidental emis-
sions. The guideline provides an overview of what envi-
ronmental risk analysis should include and how the risk 
analysis process should be conducted. A consequence 
matrix together with a risk matrix also supports the de-
cision making from the viewpoint of risk tolerability and 
acceptance. 

Risk assessment framework for future risks in hydropow-
er plants [2] was developed in a Nordic Climate and En-
ergy Project which was funded by Nordic Ministries. The 
method covers risks and opportunities due to climate 
change, and aims to help power plants take into account 
future climate scenarios and plan their future strategies 
more effi ciently. The method introduces a fourfold table 
as a tool to simultaneously handle the likelihood of cli-

THE PREVENTION OF INDUSTRIAL ACCIDENTS 
WITH RISK ANALYSIS

Jaana Keränen, Riitta Molarius, Minna Nissilä, Jari Schabel, Kimmo Virolainen, Nina Wessberg 

Figure 1. Risk analysis of technological systems (IEC 
60300-3-9:2000).
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mate scenarios and the likelihood of fail-
ing to address the risky situations in hy-
dropower plants (Figure 2).

Vulnerability analysis of chemical enter-
prises and storages [3] was developed in 
cooperation with the Finnish chemical 
authority, TUKES, and the Finnish Res-
cue Services. The method is directed to-
wards assisting authorities in prioritiz-
ing the most dangerous chemical sites ac-
cording to the threat they pose to the environment and 
nearby population. Rescue Services can then plan their 
strategies and response better in accordance with the 
spatial risk.

Risk analysis method for Rescue Services [4] was devel-
oped to help rescue services to analyse the most critical 
major risks for which rescue services e must be prepared. 
The method uses statistical data collected from the Finn-
ish authorities’ databases. The method includes accident 
data from fi res (factories, paper mills, storages, schools, 
elder people houses, etc.), chemical accidents, road and 
railroad accidents, and air and sea accidents. The method 
was established as an MS-Excel based application.

DISCUSSION AND EXPLOITATION POTENTIAL
VTT has been active in the fi eld of risk analysis and the 
development of methods since the 1980s. The challeng-
es have changed over time and new, emerging risks have 
arisen. VTT plans not only to develop its know-how in 
the future, in order to be able to continue to offer its cus-
tomers valuable insight and expertise in the application 
of the current tools and approaches, but also to create and 
develop new risk analysis methods for other applications.
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Figure 2. The fourfold table. The numbers 
within the shapes correspond to the risks 
and opportunities identifi ed in the Risk/
Opportunity table.
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Vulnerability and adaptation assessment will in-
crease in importance if climate changes and vari-
ability strengthens as predicted. The assessment re-
quires a multi-criteria approach as the consequenc-
es of any adaptation alternatives are intangible and 
valued differently among stakeholders. Multi-Crite-
ria Decision Analysis (MCDA) provides an analyt-
ic framework for making preference statements and 
valuations that reveal the ‘best’ compromise or con-
sensus decision for adaptation. 

INTRODUCTION
In Finland, fl oods in general occur in spring when the 
snow melts rapidly due to rain and warmer days. The 
phenomenon typically occurs in western coastal are-
as in river systems without larger buffering lakes. Ex-
treme weather conditions might augment the phenome-
non [1]. Our case study in the TOLERATE (TOwards LEv-
els of Required Adaptation To cope with Extreme weath-
er events) -project concerns the coastal city, Pori, where 
fl ooding is a recurrent problem and through which the 
river Kokemäki runs. 

METHODS
A multi-criteria decision analysis (MCDA) approach was 
adopted with input in the form of impact scenarios in-

cluding hydrological scenarios and economic impact sce-
narios related to different building stock such as dwell-
ing houses, production plants and infrastructure. The as-
sessment framework is shown in Figure 1.

The impact was assessed using the additive value function 
 

where wi, i  (1, 2, ..., n) corresponds to the relative 
weight of the attribute i. The attribute-specifi c values 
vi (xi) of an alternative i indicates the subjective value 
of the consequence of an alternative on the attribute in 
question [2]. 

In a multi-stakeholder decision context there are basi-
cally as many value functions as there are stakehold-
ers. The standard way to combine the views of the dif-
ferent stakeholders is to aggregate their individual over-
all values for each alternative with an additive aggre-
gation function. However, a slightly different approach 
was used in our study. To support the subsequent discus-
sions, a group value from experts’ attribute-specifi c val-
ue function scores was aggregated by weighting with the 
corresponding attribute weights. By aggregating (sum-
ming up) we arrive at a single result that refl ects the best 
compromise alternative. If this alternative is accepted by 
all the experts, we may call it the consensus alternative. 
Sensitivity analyses would reveal how close some other 
alternatives would lie.

RESULTS
The MCDA method was used to evaluate the performance 
of predefi ned fl ood protection alternatives for two cli-

ASSESSMENT OF VULNERABILITY AND 
ADAPTATION TO CLIMATE CHANGE BASED ON 
MULTI-CRITERIA DECISION ANALYSIS

Riitta Molarius, Markus Porthin, Tony Rosqvist

Figure 1. Vulnerability and adaptation assessment 
framework of the TOLERATE-project.
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mate-hydrological scenarios R=50 and R=250, where R 
denotes the return period of a fl ood in years. The op-
tions were:

0   Zero – alternative (only maintenance of the current-
ly adopted measures)

1a   stronger embankment to protect against R = 50 
fl oods

1b   stronger embankment to protect against R = 250 
fl oods

2a   dredging to protect against R = 50 fl oods
2b   dredging to protect against R = 250 fl oods
3   new river arm
4   building specifi c measures

The subjective aggregated values that refl ect the experts’ 
valuations of the considered adaptation alternatives are 
portrayed in Figure 2. The panel process was facilitated by 
the use of the group decision support “ThinkTank” system. 
The scores elicited from the experts were processed by the 
Web-HIPRE multi-criteria decision aid tool [3].

DISCUSSION AND CONCLUSIONS
The general feedback of the stakeholders was that the ap-
proach gives a systematic and transparent way to analyse 
extreme events to support decision-making. The com-
plexity of the approach requires, however, the processing 
of a substantial amount of basic data before being able 
to proceed to the group decision-making session. This is 
especially typical in the assessment of vulnerability and 
adaptation related to climate change and variability.

EXPLOITATION POTENTIAL
The methodology was developed to support regulatory 
decision-making related to land-use planning and engi-
neering solutions for fl ood protection. It can be custom-
ised for industrial applications, in particular, for assess-
ing the impacts of weather extremes on the performance 
of supply chains that are partly located in weather risk 
areas.

ACKNOWLEDGEMENTS
The authors wish to thank the TOLERATE project col-
leagues at the Finnish Environment Institute (SYKE), the 
Finnish Meteorological Institute (FMI) and the Govern-
ment Institute for Economic Research (VATT). The main 
funding organisation was the ISTO research programme 
(2006-2010).

REFERENCES
[1]   Silander, J., Vehviläinen, B., Niemi, J., Arosilta, 

A., Dubrovin, T., Jormola, J., Keskisarja, V., Keto, 
A., Lepistö, A., Mäkinen, R., Ollila, M., Pajula, H., 
Pitkänen, H., Sammalkorpi, I., Suomalainen, M. & 
Veijalainen, N. 2005. Climate change adaptation for 
inland and coastal waters, FINADAPT Working Pa-
per 6. Finnish Environment Institute Mimeographs, 
Helsinki.

[2]   Keeney, L. & Raiffa, H. 1993. Decisions with Multiple 
Objectives: Preferences and Value Trade-offs. Cam-
bridge University Press. 569 p. ISBN 0521438837.

[3]   Molarius, R., Perrels, A., Porthin, M. & Rosqvist, T. 
2008. Testing a fl ood protection case by means of a 
group decision support system. VATT Discussion Pa-
per 449. VATT Government Institute for Economic 
Research. Helsinki.

CONTACT
Tony Rosqvist, Dr
Senior Researcher
Tony.Rosqvist@vtt.fi 
Tel. +358 20 722 7077

Figure 2. Normalised group scores per fl ood protection 
alternative (0, 1a,…, 4) shown as a bar. The sizes of the 
coloured segments show the distribution of the alterna-
tive’s score over the criteria. The fi gure indicates that the 
expert panel preferred protection against the R250 fl ood 
scenario by use of additional dredging or improved em-
bankment (1b, 2b). 
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Complex systems in risk analysis can be tackled ef-
fectively by computerised expert workshops where 
new knowledge emerges from the combination and 
interaction of different kinds of expertise.

INTRODUCTION
Risk analysis often deals with poorly documented com-
plex systems which are hard to overview and for which 
data is diffi cult to obtain. Expert workshops overcome 
the lack of information by exploiting and combining the 
different types of expertise and knowledge of the partic-
ipants. The use of computerised Group Support Systems 
(GSS) results in more effi cient, controlled and compre-
hensively documented workshops (Figure 1).

METHODS
The participants of a computerised risk analysis work-
shop must be carefully selected to cover all relevant 
views and fi elds of expertise in the examined system. 

The workshop process must be tailored to address the de-
sired questions in an appropriate way. This includes plan-
ning of the workfl ow as well as preparation of clear in-
structions for each phase in close co-operation with the 
problem owner. If quantitative assessments are to be pro-
vided by voting, each question and the association voting 
scales must be clearly defi ned.

A GSS consisting of networked computers and dedicated 
software is used in the workshop. VTT utilises the soft-
ware package ThinkTank by GroupSystems. The internet-
based program supports both face-to-face meetings and 
working distributed in time and space.

At the beginning of a workshop, the aims, background 
information, and a description of the work process are 
introduced. The actual work consists of different mod-
ules, often starting with brainstorming, where all partic-
ipants simultaneously type ideas into a shared working 
environment. They can view and comment all the inputs 
of one another as well as generate new ones if inspired.

The inputs can be organised, edited and merged in or-
der to achieve logically grouped, well-defi ned and non-
overlapping ideas. In addition, the inputs may be evalu-
ated using different voting methods and the results im-
mediately shown and assessed. Possible disagreements 
can easily be detected and discussed. Based on the re-
sults, a subset of the initial inputs can be chosen for fur-
ther processing. The modules can be iterated throughout 
the workshop process until every theme has been cov-
ered. Because of the computerisation, all the information 
typed into the working environment is automatically in-
cluded in the workshop documentation and can be easily 
used in the post-workshop analysis.

COMPUTERISED RISK ANALYSIS WORKSHOPS

Markus Porthin, Tony Rosqvist

Figure 1. All participants contribute simultaneously in a 
computerised workshop.
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RESULTS 
It is possible to conduct a complete risk analysis even in 
a one day workshop. Alternatively, one can instead fo-
cus on a part of a larger problem that may lack data or 
be hard to model, thus obtaining inputs for a more ex-
tensive model.

The workshop results constitute of practical and tac-
it knowledge in the form of ideas, comments, quantita-
tive or semi-quantitative assessments, and shared con-
clusions. Through brainstorming and organisation well-
defi ned hazards can be identifi ed, and consequences and 
likelihoods estimated by voting (Figure 2). Top priority 
risks can be identifi ed by reviewing the voting results. 
Risk control measures can be generated and refi ned, and 
if desired, further assessed by their feasibility and ef-
fectiveness using brainstorming, organisation and vot-
ing. As a conclusion, the gained insight may be formed 
into action items with commonly agreed time schedules, 
goals and assigned responsibilities.

DISCUSSION AND CONCLUSIONS
VTT has performed computerised risk analysis work-
shops since 1997. The methodology has been applied to 
various research settings in, for example, industry, logis-
tics, natural hazards, and the maritime fi eld [1].

The strength of a workshop-based approach is in the com-
bination of the different kinds of expertise in an interac-
tive setting. This leads to the emergence of new knowl-
edge which is generally not able to be produced by any 

of the experts alone. In addition, the results of the whole 
risk analysis are easily acceptable by the target group, 
since all the relevant stakeholders have participated and 
contributed to the process.

In face-to-face workshops, the group and work process 
are easier to manage than in distributed settings. Al-
though it is often a challenge to arrange for all the de-
sired experts to be at the same place at the same time, the 
participants are usually highly motivated and can focus 
on the common task without external disruptions. Work-
shops realised entirely over the internet demand a higher 
clarity of the process and quality of the instructions. In 
addition, active participation might be more challenging.

Computerisation makes a workshop more effi cient. All 
participants can express their views simultaneously, 
even anonymously if desired, and no one can dominate 
the discussion. In addition, all inputs are documented in 
the system.

EXPLOITATION POTENTIAL
Complex and interdisciplinary systems, often poorly doc-
umented and from which data acquisition is diffi cult or 
expensive, can be tackled effectively by computerised 
expert workshops. Workshops help overcome the lack of 
information by exploiting and combining the different 
types of expertise and knowledge of the participants, and 
thus becomes a powerful tool both for risk analyses and 
other research areas.
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Figure 2. Example of evaluating risks by their likelihood 
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Police enforcement is one of the most effective and 
cost-effi cient means in improving traffi c safety. In 
particular, automated speed enforcement by camer-
as has a great potential in reducing road accident 
fatalities.

INTRODUCTION
The prevailing national goal to reduce the annual number 
of road accident fatalities from the current 350 to 250 in 
2010 and to 100 in 2025 calls for effective measures. The 
importance of enforcement has been recognised interna-
tionally and a recent European project PEPPER aimed to 
contribute to the effi ciency and effectiveness of traffi c 
law enforcement on EU roads. The focus was especial-
ly in the enforcement of speeding, drink-driving and the 
use of seat-belts. In Finland, several studies about the 
safety potential and effects of enforcement, and espe-
cially automated camera enforcement of speeding, have 
been conducted.

METHOD
Field studies have been conducted to evaluate the effects 
of implemented camera enforcement sections and the ef-
fects of lowering the threshold of issuing sanctions on 
speeding offences. The safety effects have been evaluat-
ed by studying speed distributions and by utilising well-
documented effects of speed on accidents.

RESULTS
At a 42 km long two-lane rural main road section with 
a speed limit 80 or 100 km/h, stationary speed cameras 
reduced the mean speed of traffi c by 1.5–4.4 km/h im-
mediately after implementation and after one year by 
1.1–3.5 km/h. The average reduction was about 2 km/h. 
The proportion of vehicles exceeding the speed limit by 
more than 20 km/h was halved so that it was between 0.1 
and 4.3% depending on the measuring point. The pro-
portion of vehicles exceeding the speed limit by 10–20 
km/h, however, remained rather high especially on sec-
tions with an 80 km/h speed limit, where it was still 10–
20% one year after the implementation. There was an es-
timated 12% reduction in the number of road accident fa-
talities.

In speed camera enforcement, sanctions are typically is-
sued only for speeding more than 10 km/h over the lim-
it. When the tolerance was lowered to 4 km/h and accom-
panied by a media campaign, mean speeds in the above 
mentioned road section were reduced by a further 2–3 
km/h and the proportion of vehicles driving faster than 
10 km/h over the limit was reduced to 0.4%. The estimat-
ed effect on road accident fatalities was an additional 13–
16% reduction to what was achieved by speed cameras 
before the experiment.

Overall, the annual number of road accident fatalities 
could be reduced by 40–60 by increasing automated 
speed enforcement by stationary cameras measuring spot 
speeds, and by introducing section speed control, where 
cameras are used to record mean speeds between camera 

TRAFFIC ENFORCEMENT AND SAFETY EFFECTS OF 
AUTOMATIC SPEED ENFORCEMENT

Veli-Pekka Kallberg, Harri Peltola, Riikka Rajamäki

Photo: National Traffi c Police of Finland
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locations. The potential of intensifi ed speed enforcement 
in reducing the annual number of road accident fatali-
ties was high compared to other feasible measures. Other 
measures with similar potential reductions to speed en-
forcement include renewal of vehicle fl eet (28 fatalities 
less) and lower speed limits (26 fatalities less).

DISCUSSION AND CONCLUSIONS
It seems clear that the prevailing road safety targets can-
not be reached without an effective speed management 
system, which consists of speed limits, legislation, educa-
tion, campaigns, enforcement, road environment design 
and telematic driver support systems. Enforcement has 
an important role in the current Finnish system, since 
speeding is frequent. Speed enforcement has a great safe-
ty potential, which could be exploited especially by de-
veloping automated enforcement methods. Most of this 
potential, however, is currently out of reach because the 
speeders detected by speed cameras must be identifi ed 
from photos and that requires a signifi cant amount of 
manual labour. The effectiveness and cost-effi ciency of 
speed enforcement could be greatly enhanced if sanc-
tions for minor offences could be issued to the holder of 
the vehicle instead of having to identify the driver.

EXPLOITATION POTENTIAL
The planning of the national road safety programme and 
a speed management system, and the development of 
traffi c enforcement strategies and systems could all ben-
efi t from the results of the studies described.
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Evaluation tools are needed to enable the accom-
plishment of ambitious safety targets. A tool has 
been designed to estimate the safety effects of road 
improvements. Another tool for evaluating the safety 
effects of road safety programmes combines the ef-
fects of different kinds of safety measures taking into 
account overlapping measures.

INTRODUCTION
Traffi c safety work can be improved, but only if traf-
fi c safety is considered as a major target. Setting am-
bitious quantifi ed road safety targets can help policy 
makers by making it easier to implement effective coun-
termeasures and set priorities effectively. If the target is 
set without any associated safety programme and prop-
er evaluation, however, it may not be realised. To be able 
to prioritise and plan the necessary measures, the eval-
uation of the effects of the measures is vital. Further-
more, to be able to share the responsibility of reducing 
fatalities, one has to be able to evaluate the safety ef-
fects of several measures and their combinations on fa-
talities.

METHOD
The fi rst tool was designed to help estimate the number 
of avoided accidents due to road improvements in two 
phases: 1) the current safety situation on a given road 
is estimated by combining information from simple ac-
cident models and accident history, and 2) the safety ef-
fect of road improvements is estimated using the current 
safety situation and safety impact coeffi cients based on 
most reliable research results available around the world 
(Figure 1).

The other tool for combining safety programmes from 
separate measures includes fatality data from the past 
5 years and it is capable of evaluating several measures 
that are very different in nature. Every measure includ-
ed in the tool is represented by an impact coeffi cient 
and a magnitude of the implementation area. Even the 

overlapping measures can be evaluated reliably and the 
magnitude of different measures can be varied.

RESULTS
The results of the evaluations on road improvements are 
as follows: the current safety situation on the modifi ed 
road network and safety effects of improvements (year-
ly injury accidents and fatalities). The results show the 
safety effects in total as well as which measures have 
produced them. The greatest safety effects by road im-
provements e.g. in 2005 were achieved by automatic 
speed camera enforcement, renovation of road lightning, 
rumbling road markings and new lightning with break-
able poles.

The other tool is used to combine scenarios for a traffi c 
safety programme. Because of overlapping measures, the 
effect of one measure depends on the other measures im-
plemented in that scenario which has to be taken into ac-
count. Top-ten measures designed for the current Finn-
ish road safety plan included: renewal of the car fl eet, in-
troduction of a penalty point system, urban area sign in-
cluding speed limit reduction from 50 to 40 kph, halving 
the number of unbelted car drivers, automatic speed en-
forcement on 1,800 km of main roads, traditional speed 
enforcement tripled, drunken driver enforcement tripled, 
mobile speed enforcement on streets in big cities, pay-
ing insurance bonus in cash to young drivers and safety 
campaign on run-off-the-road accidents. 

DISCUSSION
Two tools for evaluating traffi c safety effects were devel-
oped to be able to evaluate the individual effects of safety 
measures as well as their effect as a part of a safety pro-
gramme. These kinds of tools are needed to be able to im-
plement successful safety programmes.

EXPLOITATION POTENTIAL
The developed tools have been used extensively in Finland 
but they could easily also be utilised in other countries.

ADVANCED EVALUATION TOOLS IN ROAD SAFETY
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Figure 1. Traffi c safety effects of road improvements – evaluation process
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Road vehicle speeds are one of the most important 
factors affecting road safety. The interdependence 
between safety and average speeds is exceptionally 
well studied and signifi cant.

INTRODUCTION
High travel speeds are generally considered desirable, but 
small speed changes on the road network do not signifi -
cantly affect the overall transportation time. The punc-
tuality of the transport is often more important. Moreo-
ver, the benefi ts of speed reductions on safety are well 
known and wide-ranging [2].

METHOD
The continuous follow up of road vehicle speeds and sev-
eral before-after studies have made it possible to analyse 

the effects of speed on safety in different kinds of en-
vironments and situations. There are today many meth-
ods for reliable speed measurement, including radar, vid-
eo equipment together with Automatic number plate rec-
ognition (ANPR), and GPS based systems. The results of 
various speed studies have been combined using meta-
analysis.

RESULTS
Avoiding the use of excessive speeds is one of the most 
successful and most studied safety measures in the world. 
Speeding drastically increases the risk of injury acci-
dents, and especially the risk of fatal accidents as shown 
in Figure 1 [3]. High speeds are also often associated 
with greater speed variations, which also increases the 
accident risks.

Several measures aimed at reducing road vehicle speed 
have been introduced during the past few decades, in-
cluding 1) differentiated maximum speed limits accord-
ing to road and traffi c conditions, 2) lower speed limits 
during winter months, and 3) various forms of automatic 
speed enforcement [4].

New technologies have also been introduced for speed 
management; measures such as variable speed limits 
(that change according to automatically monitored road, 
traffi c and weather conditions) [5] and intelligent speed 
adaptation (ISA). ISA systems can be voluntary (where 
the driver is given information) or mandatory (where the 
driver cannot use excessive speed without pushing an 
emergency button). Furthermore, especially in Finland 
different kinds of feedback systems have been tested to 
motivate drivers to obey the speed limits [1].

DISCUSSION
The measures aimed at reducing speeding have probably 
been some of the most effective road safety measures in 
the world. They have been extensively studied and grad-
ually achieved political acceptance only after scientifi -
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cally proved signifi cant safety benefi ts were demonstrat-
ed in several countries.

EXPLOITATION POTENTIAL
The research done in the fi eld of speed reductions and 
traffi c safety has been extensively exploited and they 
have been a major factor in enhancing traffi c safety. 
Nevertheless, many aspects require further study, e.g. re-
lated to intelligent speed adaptation systems (ISA), and 
various exploitation opportunities also still exist.
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Figure 1. Relationship between change in speed 
and change in the number of accidents according 
to the Swedish Power model.
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An easy-to-use, reliable and compact test for car 
drivers to provide feedback about the effects of their 
own driving on road safety was developed. The on-
line test will be available for drivers to improve their 
driving and thereby also the level of road safety. In 
addition, companies can use the test for improving 
the road safety of their personnel.

INTRODUCTION
Several online tests have recently been introduced in 
Finland for people to assess the effects of their own 
behaviour on various areas of life. Examples include 
lifetime prediction based on the way of life and living 
conditions, assessment of ones smoking habits; and an 
assessment of alcohol consumption. A corresponding 
test for drivers was assumed to be benefi cial if it could 
provide specifi c feedback to improve driving. Conse-
quently, this work aimed to develop an easy-to-use, re-
liable and compact test for car drivers to provide feed-
back about the effects of their own driving on road 
safety.

METHOD
The approach was based on drivers’ self-assessment and 
current knowledge about the effects of driver behaviour 
on serious road accidents. An online tool was developed 
for company staff. The test was limited to private driving, 
and covers all dimensions of road safety [1] (i.e. expo-
sure, crash risk and risk of injuries in a crash) and levels 
of driver decision making [2] (i.e. strategic, tactical and 
operational). The respondent remains anonymous.

RESULTS
The topics of the survey form includes annual mileage 
(private driving), checking frequency of tyres, drinking 
and driving, weather issues, use of seatbelts, respect for 
pedestrians and bicyclists, compliance with speed lim-
its on freeways/main roads/urban streets, passing behav-
iour and road rage, and identifi ed means for improving 
road safety. Based on the responses, the tool fi rst shows 
an overall result as shown in Figure 1.

Secondly, the tool provides a personalised and ques-
tion-specifi c feedback to improve driving. The feedback 
is based on the individual responses and, in most cases, 
the feedback is explained by reliable and quantitative re-
search results. Finally, recommendations for future driv-
ing are given. They concern two aspects of driving: an-
nual mileage and risky characteristics of driving.

The test was piloted by the staff (n=573) of Neste Oil Cor-
poration. The results showed that there were no techni-
cal problems, and most users considered the content to be 
worthwhile. Specifi cally, 52% of the feedback was posi-
tive (e.g. useful test, appropriate questions, important is-
sues and thoughtful feedback), 28% was neutral and 20% 
was negative (e.g. useless test, too easy questions and 
inappropriate to give feedback because of high mileage). 

DISCUSSION
This work developed an easy-to-use, reliable and com-
pact online road-safety test for car drivers. It provides 
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personalised and question-specifi c feedback to improve 
driving. To our knowledge, the test is unique as currently 
there is no other online test available for drivers. Corre-
sponding tests for bicyclists and pedestrians will be de-
veloped in the future.

EXPLOITATION POTENTIAL
The developed online test will be available for any in-
terested driver to improve his or her driving. In addition, 
companies can use the test for improving the road safety 
of their personnel.
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Figure 1. Overall safety assessment of driving.
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Systematic inspections at Finnish railway-road level 
crossings have improved road users’ chances to cross 
the railway safely.

INTRODUCTION
Accidents at level crossings are a major safety issue for 
Finnish railways. There are 4,430 level crossings in Fin-
land, 740 of which are equipped with automatic half bar-
riers and 100 with fl ashing lights and bells. Most lev-
el crossings (3,600) are passive and usually have only 
crossbuck signs to warn road users. The annual number 
of level crossing accidents is approximately 50 and result 
in close to 10 fatalities per year. To improve the safety 
of level crossing the Finnish Rail Administration (RHK) 
has since 1999 commissioned VTT to carry out systemat-
ic safety inspections at selected level crossings. Specifi -
cally, VTT has inspected approximately 400 level cross-
ings per year so that by October 2008 the total number of 
inspected level crossings was 3,934. The inspections car-
ried out so far cover more than 95% of level crossings on 
main railway lines. 

The objective of those inspections is to improve condi-
tions for safe crossing of the railway for vigilant and 
motivated road users. In particular, the objective was 
to suggest improvements, which would make sure that 
road users have more time to cross the railway than it 
takes for the train to travel to the level crossing from 
the point at which the driver of the road vehicle can 
fi rst see it. 

METHOD
The inspections at level crossings include systematic 
and extensive at-site recording of physical characteris-
tics of the level crossing, estimation of traffi c volumes 
on the railway and road, a number of photographs taken 
at fi xed locations to certain directions. GPS and incli-
nometer devices are used to trace the lateral and verti-
cal profi le of the road surface near the crossing. Recent 
inspections contain also video clips describing how vis-
ibility from the road to the track changes as the road ve-
hicle approaches the level crossing. 

Required crossing times are estimated for three vehicle 
categories: cars, lorries and lorries with trailers. The es-
timation of required crossing times is based on a large 
number of simulations with an advanced vehicle move-
ment simulator. Available crossing times are calculat-
ed on the basis of maximum train speed and measured 
sight distances from the road to the track.

RESULTS
Overall, 95% of level crossing inspections resulted in 
recommendations for improvements. Specifi cally, rec-
ommended safety measures frequently included clear-
ing of vegetation and other obstacles from the sight 
lines (Table 1). If adequate sight conditions could not 
be achieved by such measures,  driving ban for long 
and slow vehicles and even reduced speed limit for 
trains were recommended as instant measures. Such 
restrictions can later be removed, if barriers are in-
stalled. 

SAFETY INSPECTIONS OF RAILWAY-ROAD LEVEL 
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The output from the safety inspections contains reports 
by road section, each report typically describing the re-
sults of inspections at 50 to 100 level crossings. By April 
2009, 45 such reports have been completed and are pub-
licly available at RHK’s website. Secondly, the results of 
the inspections are also saved to a level crossing data-
base, which contain more than 100 variables describing 
each level crossing. Thirdly, a PC application for view-
ing some basic information of each level crossing and the 
photos and videos is updated regularly. The database in-
cludes detailed information of almost all level crossings 
on state railways. 

DISCUSSION AND CONCLUSIONS
The conducted inspections have revealed signifi cant de-
fi ciencies in the safety of level crossings. Consequent-
ly, the inspections have shown to be an effective tool to 
identify safety problems of level crossings and help to 
create conditions, where safe crossing is possible.

In the future in-vehicle warning devices, which warn 
drivers if a train is approaching, may signifi cantly im-
prove safety at passive level crossings, where installation 
of barriers is not economically feasible. Such a system is 
being tested at VTT. 

EXPLOITATION POTENTIAL
The added value of the described inspections is fi rst of all 
that they provide the infrastructure manager with nec-
essary information for the upgrade of level crossings so 
that crossing the railway is safe for all vigilant and mo-
tivated road users. Secondly, the resulting database pro-
vides an excellent basis for different kinds of statistical 
analysis for further promotion of safety at level cross-

ings. For example, RHK uses this data for the calculation 
of safety index for individual level crossings. Thirdly, the 
PC application for viewing the individual level crossings 
is a handy tool for RHK’s personnel responsible for lev-
el crossing management, e.g. in case of contacts from the 
public asking about conditions at or plans concerning 
certain level crossings.
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Measure
Propotion of level 

crossings

1
2
3
4
5
6
7
8
9

10

Clearing of vegetation
Improvement of vertical aligment of road
Driving ban for lorry and trailer combinations
Removal of level crossing
Removal of level crossing and building of new road connection
Installation of crossbuck signs
Driving ban for lorries and buses
Reduced spot speed limit for trains
Reneval of level crossing deck
Installation of sandbin (for icy road conditions)

75 %
21 %
18 %
18 %
8 %

10 %
7 %
6 %
5 %
4 %

Table 1. Most frequently recommended safety measures (based on inspections of  3544 level crossings on main railway 
lines).
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The aim of the work was to implement and test an 
in-vehicle warning system for railway level cross-
ings. A prototype was built and tested on Hanko-
Karjaa railway line in southern Finland. The proto-
type was based on GPS, GPRS and laptop computers. 
The operation of the invehicle warning system was 
compared to fi xed warning system installed on level 
crossings. During the day of testing there were four 
test situations. In three of them the operation of the 
in-vehicle device, operation on fi xed active warning 
systems on the level crossing, movements of the car 
and movements of a rail bus equipped with the train 
equipment could be documented with a video cam-
era. During the day of testing there were no false or 
missed alarms. The piloted system can be said to im-
plement the needed functionality.

INTRODUCTION
In Finland there was 3835 level crossing on the railroad 
network at the end of year 2004 (RHK 2004). Level cross-
ings with gates were 794 of these (21 %) and without any 
warning devices were 3041 level crossings. Most of the 
unequipped crossings are located in tracks, where train 
traffi c is low and irregular. During 2004 happened 52 ac-
cidents in level crossings and death toll was 8. This fi gure 
represent a half of the total amount of deaths on railroad 
accidents. A lot of these accidents happen to people who 
make crossings in regular basis and therefore their alert-
ness may be reduced. 

To improve safety, the best solution is to remove level 
crossings completely, which would be very expensive. 
The next best solution is to equip crossings with warn-
ing light and gates. This is again very expensive, because 
most of the crossings are located in places, where is no 
electricity nearby. In this project the aim was to develop 
a cost effective solution for this warning problem.

Warning system is based on a wireless communication 
network, a client-server architecture, continuous track-

ing of trains and mobile service to provide information 
to the customers. To test the system architecture a proto-
type of the system was built and tested. This feasibility 
study showed that system concept works. The next phase 
is to build larger pilot system, to study user behaviour to 
ensure that system increase safety.

SYSTEM ARCHITECTURE
The system architecture is shown in Figure 1. Application 
is divided in two parts; tracking system for the engines 
and mobile service for the users. Tracking system has to 
cover all railroad traffi c, trains as well as different work 
machines. Tracking system for the engines contains po-
sitioning module, in-vehicle computer and wireless data 
channel. Positioning is based on satellite positioning. En-
gines current position, direction of movement and veloc-
ity is sent to server. On the basis of the real time location 
information on trains, the software calculates the states 
of level crossings.

In-vehicle device knows its own location and the loca-
tions of the level crossings. When the user is driving to 
the level crossing, the system sends a query to the serv-
er (mobile service) and receives the state in that particu-
lar crossing. Then in-vehicle system warns the driver for 
coming trains if there is any. In-vehicle system is based 
on mobile phone, but the service can be integrated in pro-
fessional applications as well.

RESULTS OF THE FIELD TEST
The feasibility test was carried out in 2006 on a railway 
line from Karjaa to Hanko in southern Finland. The line 
is a single-track and not electrifi ed. The maximum speed 
of trains during the fi eld test was 120 km/h. The test en-
gine was a rail bus, which runs this route several times 
in a day. The four tests took place in Raasepori and Lap-
pohjan satama level crossings.

The functionality of the in-vehicle equipment was esti-
mated by comparing its function with the operation of 
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the level crossing warning equipment and the movement 
of the rail bus. The in-vehicle equipment gave a warning 
in all four situations and didn’t give false warnings dur-
ing the tests. The in-vehicle equipment activated itself 
and returned to the normal state almost simultaneously 
with the level crossing warning equipment in the three 
documented cases. 

FUTURE WORK
Because the feasibility test show that proposed system is 
working, a larger pilot test phase was started at the be-
ginning of the 2008. Pilot system cover all train traffi c 
between Hanko and Hyvinkää and total 90 engines will 
be equipped with tracking system. Test persons are se-
lected among people who lives near the track and profes-
sionals that have to drive over track during their duties 
(postmen, taxi and truck drivers). The system is capable 
to record driver behaviour on every crossing. The aim is 
to collect statistical data with and without warning sys-
tem. Then one can say if warning system increase safe-
ty or not. At least it reminds every time when approach-
ing the crossing and thus alerts the driver to check in-
coming trains. 
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Figure 1. System architecture.

CONTACT
Ari Virtanen
Senior Research Scientist
ari.virtanen@vtt.fi 
Tel. +358 20 722 3609



 88

The trespass problem in Finland has been quantifi ed 
in a study, which enabled the problem to be visual-
ised from the point of view of engine drivers, people 
living close to railway line and trespassers. The re-
sults help practitioners and researchers to better un-
derstand the problem and thus also help to allocate 
the available resources effectively.

INTRODUCTION
A study has been conducted which focused on the col-
lisions between trains and pedestrians (i.e. trespassing 
accidents), since trespassing is one of the leading rail-
way safety problems worldwide (e.g. [1], [2]). In Finland, 
62% of all railway fatalities in 2004–2007 (excluding su-
icides) can, most probably, be attributed to trespassers. 
Trespassers include those who cross the railway lines at 
places which are not specifi cally marked for that pur-
pose or people who are walking illegally or loitering in 
the railway area.

The specifi c aims of this study were (a) to identify the 
sites of frequent trespassing on Finnish railways, (b) to 

investigate the trespassing behaviour and characteris-
tics at selected sites, (c) to explore opinions about pos-
sible countermeasures to prevent trespassing, (d) to col-
lect opinions on railway trespassing from people living 
close to railway line, and (e) to investigate what kind of 
effect three selected countermeasures – building a fence, 
landscaping and prohibitive signs – have on the frequen-
cy of trespassing and the characteristics of trespassing 
behaviour.

METHOD
Sites with frequent trespassing were investigated through 
a survey directed at engine drivers and by site observa-
tions at the most suitable locations. The numbers of tres-
passers at the selected sites were monitored with the use 
of cameras equipped with motion detectors both before 
and after the countermeasures were implemented. In ad-
dition, the trespassers at the same locations were inter-
viewed. The interview focused on determining the fac-
tors that affect trespassing, the frequency of trespassing, 
and the possible preventive measures. At the same time, 
a survey was sent to 1,500 households in the same area 
aiming to collect local people’s thoughts and observa-
tions related to trespassing. 

RESULTS AND DISCUSSION
The trespassers are usually adults and males. Trespass-
ers are usually alone and do not carry anything large 
with them. According to the interviewees, the main rea-
son for trespassing is for taking a short cut, which has 
already become a habit for many trespassers. Based on 
the measurements, the physical countermeasures (land-
scaping and building a fence) affect the characteristics 
of the trespassers, since at those sites the proportion of 
trespassers not carrying anything increased. Before the 
countermeasures were built, almost one third of the tres-
passers were carrying a bicycle.

Overall, 83.5% of the respondents in the household sur-
vey considered trespassing to be fairly or highly dan-
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gerous and 18.2% assumed it was legal. The correspond-
ing numbers related to the dangerousness and legality of 
trespassing among the interviewed trespassers were 50% 
(Figure 1) and 15%.

Each constructed countermeasure had a statistically sig-
nifi cant effect on the amount of trespassing. Fencing re-
duced the amount of trespassing by 94.7%, landscaping 
by 93.5% and prohibitive sign by 30.7%. However, the ef-
fect of each countermeasure also varied according to lo-
cal characteristics. Consequently, the results did not al-
low any general conclusions about the effectiveness of 
the countermeasures to be drawn. 

The results confi rmed the fi ndings from the earlier stud-
ies (e.g. [3],[4]) that there is no generic solution for pre-
venting trespassing; on the contrary, trespassing tends 
to be specifi c to a location, and solutions should be tai-
lored to specifi c locations and factors in order to ensure 
the implemented measures are effective. However, the 
main factor that determined the suggested type of coun-
termeasures was the distance to the closest offi cial cross-
ing site. Specifi cally, the results suggest that people were 
more willing to accept physical countermeasures if the 
distance to the closest offi cial crossing site was relative-
ly short, but in the case of a relatively long distance they 
preferred an overpass or underpass.

EXPLOITATION POTENTIAL
The most effective measures seem to be the construc-
tion of underpasses or fencing the tracks. Furthermore, 
education at schools concerning the dangers of walking 
on or across railway tracks is important. Other suggest-
ed measures included the imposition of fi nes, prohibitive 
signs, landscaping, increasing the number of legal pe-
destrian crossings, camera surveillance and information 
campaigns in the media. This study gathered new infor-
mation concerning the characteristics of trespassing in 
addition to the information based on reported incidents 
and fatalities. 
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Figure 2. The dangerousness of trespassing based on the 
interviewed trespassers. 
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A portable traffi c surveillance and enforcement unit, 
presented in this paper, makes it possible to ex-
tend the surveillance to wide areas and change the 
observation location in a relatively short time, in 
contrast to the state-of-the-art fi xed surveillance 
points. The work aims to improve road safety and 
sustainable traffi c by preventing traffi c violations 
and informing motorists about more ecological 
driving manners.

INTRODUCTION
A novel concept for a portable traffi c surveillance and 
enforcement unit has been investigated. The roadside 
unit (RSU) will be designed, constructed and evaluated 

NEW TRAFFIC MANAGEMENT AND SURVEILLANCE 
TECHNOLOGIES

Harri Koskinen, Matti Kutila

within the ASSET-Road EU funded initiative whose ob-
jectives are to improve road safety and sustainable traf-
fi c. The RSU will gather and process available road traf-
fi c and safety relevant information. Portable solutions 
make it possible to extend the surveillance to wide ar-
eas and change the observation location in a relatively 
short time in contrast to the state-of-the-art fi xed sur-
veillance points, whose location is well known for mo-
torists. In short, the main objectives are to exploit the 
possibilities and advantages, and address the shortcom-
ings of the portable surveillance unit. In the long run 
the objective is to enhance the safety and ecology of 
road transport. 

METHODS
The overall system consists of the actual surveillance 
unit, a data pool and connections to the police offi ce, pa-
trol cars, and the road operator. The main components 
of the system are the RSU and the data pool, and the 
secured wireless data connection between them (Flash-
OFDM at 450MHz in the demonstration case). The RSU 
is responsible for the data acquisition and transmitting 
it to the data pool, where it is analysed and stored. The 
data analysis includes the recognition of traffi c viola-
tions such as speeding, or other abnormalities such as 
brake failures in heavy goods vehicles (HGV) or freezing 
road surfaces. The handling of abnormal situations will 
involve informing the responsible authorities, i.e. the po-
lice and road operators.

The system will be demonstrated in the ASSET-Road 
project by focusing on the following applications and 
goals:
•  Vehicle speed recognition

-  Enhance road safety by reducing speeding.
•  Distance between two vehicles

-  Enhanced road safety and environment friendly 
speed maintenance with less accelerations and 
decelerations.

•  Road condition measurement [1]
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-  Enhance the road safety by assisting to main-
tain roads in a good condition.

•  Brakes, tyres and bearings state monitoring of HGVs
-  Fuel consumption reduction due to the minimi-

sation of brake failure problems and enhance-
ment of the road safety by preventing tyre 
breaks.

•  Weight-in-motion measurement of HGVs
-  Enhanced safety and road condition by reducing 

the amount of overloaded vehicles.

A future objective aims to obtain personal feedback on 
the driver concerning their driving behaviour and allow-
ing them to meet requirements of environmental effec-
tive and safer driving habits.

DISCUSSION AND CONCLUSIONS
A portable autonomous traffi c surveillance and enforce-
ment unit capable of enforcing such a large palette of 
variables does not currently exist. Today fi xed speed 
measurement points are successfully used for enforce-
ment. Other functions implemented in the portable RSU 
are rarely used even in fi xed observation points that are 
usually situated along high volume roads. With the port-
able RSU, it will also be possible to extend the enforce-
ment to minor roads.

The primary objectives of the system are to increase traf-
fi c safety and promote greener driving. With the vehicle 
speed measurement it will be possible to use the unit as 
an automatic portable speed trap and thus reduce speed-
ing and reckless driving. Too short a distance between 
vehicles is a major safety risk, but it also increases the 
need for braking and acceleration, and. thus increases 
fuel consumption and emissions.

The improper conditions of HGV brakes and bearings in-
crease the risk for tyre damage and may subsequently re-
sult in road accidents. Aside from excessive wear of com-
ponents, also fuel consumption may be increased. Over-

loading is obviously a safety risk, but such vehicles also 
increase wearing of the road surface and can even dam-
age the road structure.

Especially in northern Europe, ice and snow on the road 
cause traffi c accidents and congestion. Usually, the slip-
periness is warded off by salting and ploughing the road. 
By applying the portable road surface monitoring system, 
the density of monitoring stations can be increased and 
the timing and allocation of slipperiness prevention be-
comes more effective.

EXPLOITATION POTENTIAL
In addition to the benefi ts for police and road operators, 
the data could be utilised also in systems available to 
the general public; such as Real Time Traffi c Information 
Systems (RTIS). Even personalised data on drivers could 
be extracted from the data, where information on the 
driving style or condition of the vehicle could be moni-
tored. Such information could be used by the drivers to 
enhance their driving habits to become more economical 
and ecological.
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Safety impacts of intelligent vehicle systems have 
been assessed with an advanced tool that was de-
signed to cover the impacts in a structured and sys-
tematic way. The systems showed signifi cant po-
tential to reduce fatalities and injuries in the trans-
port system.

INTRODUCTION
In the EU’s sixth framework programme, safety impacts 
of intelligent vehicle systems (IVS) were assessed [1,2,3]. 
The aim was to provide estimates for safety impacts of a 
selection of IVS for target years (2010, 2020 and 2030) 
and penetration scenarios. 

METHOD
The method developed for the safety impact assess-
ments was based on previous understanding of the im-
pact mechanisms of intelligent transport systems [4]. 
The three main dimensions of road safety – exposure, 
accident risk and severity of consequences – were cov-
ered by nine behavioural mechanisms: (1) direct in-car 
modifi cation of the driving task; (2) direct infl uence by 
roadside systems; (3) indirect modifi cation of user be-
haviour; (4) indirect modifi cation of non-user behav-
iour; (5) modifi cation of interaction between users and 
non-users; (6) modifi cation of road user exposure; (7) 
modifi cation of modal choice; (8) modifi cation of route 
choice; and (9) modifi cation of accident consequences. 
The power of the assessment tool was to systematically 
take into account the assessed effectiveness of the IVS 
to prevent the targeted fatalities and injuries, the share 
of relevant accidents, the assumed fl eet penetration of 
the systems, and the assumed accident trend.

RESULTS 
The IVS have considerable potential to decrease fa-
talities and injuries in road traffi c (Figure 1). Specif-
ically, the potential to prevent fatalities was highest 
for the electronic stability control (ESC), followed by 
the lane keeping support system, the warning system 

for exceeding the speed limit, and accident-prone sites 
(MAPS&ADAS). The effects of ESC and MAPS&ADAS 
were substantial also in estimates for 2020. Because of 
low penetration levels of many systems, however, the 
estimated effects for 2020 were in general substantially 
lower in comparison with the potential. 

DISCUSSION AND CONCLUSIONS
The most prominent systems showed considerable po-
tential to contribute to a safer transport system. Even 
some individual systems showed considerable savings, 
e.g. ESC in the assumed high penetration in 2020 would 
contribute to avoid 2,900 fatalities and 50,000 injuries. 
Overall, the studies provided concrete, unifi ed estimates 
of traffi c and safety effects, and provided a central in-
put for the cost-benefi t calculations which estimated 
monetary value for these benefi ts. In the future, when 
more accurate data is likely to be available, the safety 
estimates can be further improved.

EXPLOITATION POTENTIAL
The results provided perspectives on the market intro-
duction of IVS, and can be used to provide guidance in 
their deployment. The results support decision making 
for research programmes in terms of focus and funding, 
as well as awareness, promotion and deployment activ-
ities at the EU, national and regional levels. These out-
comes could also be used by policymakers, road opera-
tors, and driver clubs as a basis for terms of investment, 
promotion and deployment decisions. Industry and in-
surance organisations may be able to use this research 
for developing product and innovation strategies.
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Figure 1. Estimated safety impacts on fatalities (%) of 16 IVS. “Potential” assumed 100% fl eet penetration of systems; 
“Year 2020 high penetration rate” assumed a promoted penetration in 2020.
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The TeleFOT project investigates by means of Field 
Operational Tests (FOT) the impacts of functions 
provided by aftermarket and nomadic devices, in-
cluding future interactive traffi c services emerging 
within the next few years. Field operational tests de-
veloped within TeleFOT aim to obtain a comprehen-
sive assessment overview of the effi ciency, quality, 
robustness and user friendliness of in-vehicle sys-
tems such as ICT for smarter, safer and cleaner driv-
ing.

INTRODUCTION 
TeleFOT Field Operational Tests respond to a need recog-
nised by the European Commission and other European 
stakeholders to investigate the impacts of driver support 
functions on driving with large fl eets of test drivers in 
real-life driving conditions.

Through Field Operational Tests, TeleFOT assesses the im-
pacts of functions provided by aftermarket and nomadic 
devices, including future interactive traffi c services that 
will become part of driving environment systems with-
in the next few years. TeleFOT investigates how retrofi t-

ted equipment, such as navigators and smart phones, can 
support the driver and the detailed effects of the infor-
mation provided for this purpose on the driving task. The 
eCall functionality will be tested as well. The project also 
aims to speed up the penetration of systems able to sup-
port drivers’ fi eld of vision in conditions where good sit-
uational awareness is needed.

FIELD OPERATIONAL TESTS
TeleFOT road tests aim to obtain a comprehensive as-
sessment of the effi ciency, quality, robustness and user 
friendliness of in-vehicle systems, such as ICT, for smart-
er, safer and cleaner driving. FOTs have been organised 
in three test communities in Northern (Finland, Sweden), 
Central (France, Germany and UK) and Southern (Greece, 
Italy, Spain) Europe. The tests are expected to be held 
over two phases. In the tests, the drivers will have ac-
cess to smart phones and navigators, and the effects of 
the services they provide to support driving will be test-
ed. Prior to any fi eld operational tests, the usability and 
safe fi tting, and the safety of the devices are to be care-
fully studied under laboratory conditions. 

A major task in conducting the tests will entail the devel-
opment of the Data Management Centre, which is respon-
sible for the centralised management and providing data 
coming from the Test Communities. Another important 
focus is on the safe integration of nomadic devices into 
the driving domain, taking into account the results of 
the crash tests performed and the guidelines for the safe 
introduction of nomadic devices in the vehicle environ-
ment of the updated ESoP on HMI (European Statement of 
Principles on Human-Machine Interfaces).

The functions specifi ed in the initial phase are to be test-
ed in the eight European countries. The duration of the 
long-term tests is about one year. The data collected from 
the FOT trials will be transmitted wirelessly from the test 
vehicles to the test centres for human factors, impacts 
and other assessments.

AFTERMARKET DEVICES ASSISTING DRIVERS

Petri Mononen, Tapani Mäkinen

Figure 1. A personal navigation device as used in the 
TeleFOT benchmarking tests. With its camera this device 
detects the road-side speed limit signs and conveys the 
information to the display.
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The fi eld tests are today at the preparatory and ramp-
ing-up stage, and have been planned in two phases, with 
short and long term testing with a large number of driv-
ers initially being performed. Secondly, detailed tests of a 
limited number of subjects using instrumented cars will 
be conducted.

TRAFFIC SAFETY
Revealing the behavioural and safety impacts of the 
use on nomadic and aftermarket devices constitutes the 
core of the work. Safety is addressed among other things 
through a traffi c confl ict technique and accident mod-
els based on behaviour parameters. Aftermarket and no-
madic devices bring in many features that may improve 
traffi c safety, but the mere existence of them as well as a 
number of non-traffi c related services and features avail-
able may also be detrimental to the overall level of safe-
ty. Navigators need to be assessed in terms of their posi-
tion and mounting in the cockpit among other things. To 
increase understanding of the usage situations and their 
effect on safety, it is important to study the different de-
vices during real use in actual traffi c situations as well 
as in crash tests. 

Also the possible contribution of these devices to acci-
dent consequences is studied in crash tests. It is possi-
ble that certain ways of mounting devices in the cock-
pit may cause problems in crash situations when the de-
vices break away from their mounts and strike the oc-
cupants. The deployment of air bags may also dislodge 
the devices resulting in injuries or increasing the sever-
ity of them.
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Figure 2. A smart phone with navigation may occasionally be a good alternative to a fi xed one.
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Collision mitigation by automatic braking is the lat-
est vehicle safety innovation entering the market. 
When the vehicle is about to hit an obstacle and the 
driver can no longer avoid the impact, the vehicle in-
itiates braking.

INTRODUCTION
Sensor technologies play a central role in the develop-
ment of vehicle safety, such as in Advanced Driver As-
sistance Systems (ADAS). Vehicle safety systems are 
designed to monitor the driver, vehicle and their sur-
roundings, inform and warn the driver of hazards, and 
possibly even eventually take momentary control of 
the vehicle. When a collision is deemed to be imminent 
and unavoidable, the vehicle is considered to have a 
permission to brake automatically. Upcoming Collision 
Mitigation Systems (CMS) are designed to fi rst warn 
the driver of any danger, and if no action is taken, 
these systems initiate braking with full power to miti-
gate the impact.

COLLISION MITIGATION SYSTEMS
Research of vehicle safety systems focus has recently 
shifted towards more active safety and the moments pri-
or to a collision. If high risk situations and collisions can 
be reliably detected (Figure 1), this information can be 
used in several ways:
•  the vehicle can assist the driver in braking or brake 

automatically,
•  it can trigger alarms to the driver and other road us-

ers,
•  the vehicle can be prepared for an impact by, for ex-

ample, tightening seat belts or using innovative ac-
tuators such as active bumpers.

It is said that one third of drivers do not brake at all be-
fore an impending collision, one third brake ineffi cient-
ly, and only one third brake with full power. A collision 
mitigation system could optimise the braking and also 
precharge the brakes in high risk situations to avoid any 

potential initial delay: the braking would start instantly 
with full power when a collision becomes unavoidable or 
the driver begins to brake.

The moment when a collision is deemed to be unavoida-
ble depends on the relative speed, the tyre–road friction, 
and the size and position of the obstacle. A time to colli-
sion value (TTC) of 0.5 seconds has sometimes been used 
as a rough estimate for when the braking is activated, to 
assess CMS safety impacts [1].

On dry asphalt, half a second of braking reduces the im-
pact speed by approximately 18 km/h. If this perform-
ance can be achieved in a meaningful number of accident 
cases, the CMS could save numerous lives. This makes 
it one of the most interesting active safety systems be-
ing developed. However, the performance isn’t as good in 
every case:
1.  CMS is not effective in collisions that involve only a 

part of the vehicle’s front – the collision can theoret-
ically be avoided until very late and the vehicle can-
not then start braking.

2.  Current systems lose some of their effectiveness 
also on low friction surfaces, as they are unable 
to accurately estimate friction [2]. The braking 
distances and driver’s options to avoid a collision 
are usually calculated only for dry asphalt condi-
tions. Preliminary simulations at VTT show a drop 
of up to 40 % in the ability to reduce collision en-
ergy on snow. The today’s vehicles are blind in 
the sense that they cannot estimate friction before 
starting to brake. VTT coordinated the EU “Fric-
tion” project to develop methods for measuring the 
friction.

3.  At high speeds, even a reduction of 18 km/h is not 
suffi cient to signifi cantly reduce the remaining col-
lision energy and the severity of impact. In many 
cases, an avoidance manoeuvre would be more help-
ful than driving straight and braking.

HOW INTELLIGENT VEHICLES PREVENT AND 
MITIGATE COLLISIONS

Sami Koskinen
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The future development of CMS involves more reliable 
detection of pedestrians and improved detection of, for 
example, side collisions by employing new sensor con-
fi gurations. The overall cost of environmental sensing is 
also being addressed in line with the development of new, 
cheaper radars and laser scanners. VTT has recently ini-
tiated two EU projects for such sensor development.

Future systems may even include driver monitoring and 
modelling to be able to detect when the driver is, for ex-
ample, distracted and may have a slower reaction time 
than normal. In such cases a CMS could already start 
braking before an impact becomes mathematically una-
voidable, thus increasing the safety potential of the sys-
tem.

COLLISION AVOIDANCE
Collision avoidance algorithms have a long history espe-
cially in robotics. As vehicles start to carry a similar set 
of environmental sensors as autonomous robots have, op-
tions of introducing also autonomous manoeuvres to 
support the driver may soon be realised.

The difference between collision mitigation and colli-
sion avoidance can be small. Collisions (especially at low 
speeds) can be avoided by braking a split second earli-
er. However, collision avoidance usually implies steering 
the vehicle around an obstacle, which requires extreme-
ly high reliability.

Mathematically, computers can calculate effective ways 
to avoid a collision, but the introduction of associated 
systems is currently being held back by the risk that not 
all obstacles are detected with the environmental sensors, 
which may lead to a subsequent incorrect decision. Col-
lision avoidance by active steering could be used to ex-
tend the functionality of collision mitigation systems in 
certain types of crashes, where a minor change in direc-
tion could help to avoid an impact (e.g. avoiding a bicycle 
which suddenly drifts a metre closer to the car).

Given that the reliability of environmental sensing will 
improve and the current legal issues associated with 
safety regulations for autonomous operations will be ad-
dressed, collision avoidance systems have the potential to 
dramatically improve traffi c safety.
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Figure 1. Estimating the risk of collision by calculating 
all potential trajectories.
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Increasing number of Advanced Driver Assistance 
Systems (ADAS), communication devices and enter-
tainment services are introduced in modern vehicles. 
This raise need of adaptive human machine interface 
(HMI) to keep the driver’s workload at a reasona-
ble level. The study presented here extends driver’s 
workload detection beyond previous work. The ana-
lysing tool developed in the AIDE-EU-FP6-IP project 
will be applied to acquire data on driver workload 
while driving and using aftermarket devices. VTT is 
currently coordinating the TeleFOT-EU-FP7 project 
focusing on large scale Field Operational Tests (FOT) 
investigating the infl uence of aftermarket and no-
madic devices on driving. The project will use a low 
cost camera vision system to automatically analyse 
the driver’s workload. 

INTRODUCTION 
An adaptive in vehicle HMI prototyped by the AIDE 
project, is a system able to provide information depend-
ing on the driving context and the fi nal users’ status. 
Therein, a Cockpit Activity Assessment (CAA) module 
was developed [1] to detect two types of inattention: vis-
ual and cognitive distraction [2]. In the AIDE project the 
facial features were captured by using a FaceLab stereo 

vision system from Seeing Machines providing a wide 
range of different eye and head parameters. Considering 
TeleFOT needs, an affordable system was developed. VTT 
implemented an eye tracking system based on the open 
source TrackEye software compatible with standard web 
cameras [3]. 

METHOD
The core of the visual distraction detection is an attention 
mapping algorithm based on the driver’s head and gaze 
orientations. The view from the cockpit is divided into 
four clusters of interest: windscreen, and left and right 
exterior mirrors (Figure 2). Additionally, there is the road 
ahead-cluster, which is a sub-portion of the windscreen, 
for a more detailed analysis whether the driver is looking 
road in front of the vehicle. The analysing program in-
cludes a tool for capturing data and iteratively optimis-
ing the attention cluster.

For the cognitive distraction detection, a support vector 
machine (SVM) was implemented with using the SVM-
light algorithm [4]. The classifi er is a machine learning 
algorithm in which the basic idea is to non-linearly map 
the training data to a higher-dimensional feature space 
where it can be separated linearly. Tuning the SVM clas-
sifi er was performed iteratively by changing the input 
data confi guration and the SVM criteria. A specifi c lab-
oratory tool was developed to make modifi cation of the 
learning parameters easier and achieve optimal balance 
with the true and false positive and negative detections. 
In addition, the developed laboratory tool visualises the 
cluster boundaries and performs the necessary adapta-
tion according to the vehicle type.

RESULTS 
The test data were gathered with a SEAT passenger car 
and a Volvo’s truck. The truck data was gathered by re-
cruiting 12 professional. In the laboratory tests, the at-
tention mapping algorithm performed well, providing a 
72% detection rate for the road ahead-cluster (see. Fig-

CAMERA-BASED DRIVER WORKLOAD ESTIMATION

Matti Kutila, Maria Jokela, Roberto Montanari

 

Figure 1. The camera based driver monitoring equipment 
in the VTT’s instrumented vehicle
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ure 2). Therefore, the eyes-on-road target, which was the 
most important one, was well detected. The performance 
rate of other cluster is not as good but still acceptable 
from the TeleFOT project point of view. 

The performance achieved for the cognitive distraction 
detection was encouraging; especially in the passenger 
car case (86% of the induced cognitive tasks were detect-
ed). However, the outcome of the truck application (68%) 
was not as good as expected but is nonetheless promising. 

DISCUSSION AND CONCLUSIONS
The selected distraction detection technology has shown 
potentiality to be used for driver distraction detection. 
The proposed methodology is reliable enough but the ma-
jor obstacle when considering large deployment is the 
price level of the current hardware. Since the new ap-
proach is to utilise cameras dedicated to the consumer 
products like web cameras signifi cant price reduction is 
expected. This however, requires some further elabora-
tion considering robustness of the analysing algorithm. 
The proposed system is dedicated only for distraction de-
tection whereas driver monitoring is larger area and in-
cluding stress and drowsiness. Therefore, fusion of vehi-
cle seat or steering wheel sensors could be considered in 
the future system in order to obtain a more comprehen-
sive view of the driver’s state.
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Figure 2. Driver attention clusters for detecting visual 
distraction
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The contact friction between road and tyre is essen-
tial for driving, since it makes braking, steering and 
accelerating possible. Drivers usually learn to detect 
it. Vehicles should get the same on-line skill in order 
to make future safety systems like Collision Mitiga-
tion, Collision Avoidance, etc. behave correctly.

INTRODUCTION
Friction plays a crucial role in driving, since aside from 
the aerodynamic forces and gravity, all forces acting on a 
vehicle are put into action via the friction forces between 
the tyre and the road. Drivers unfortunately sometimes 

fail to estimate friction correctly and attempt unrealistic 
manoeuvres, thereby losing control of their vehicle.

Along with driver behaviour and alertness, friction is one 
of the remaining key unknowns in the algorithms of fu-
ture ADAS (Advanced Driver Assistance Systems) that 
calculate the risk of collision, or safe speed. For example, 
if a Collision Mitigation System always assumes high fric-
tion, it will have very poor performance on snow, since it 
will brake too late.

METHODS
There have been several approaches to determine the 
tyre–road friction [1]. The “friction used” will mainly be 
determined by using standard vehicle-based driving dy-
namics sensors like those already available for ABS or 
ESP systems. Using these online measurements, the cur-
rent “friction used” can be estimated very precisely.

However, it is more important to know the “friction po-
tential”, i.e. the maximum friction coeffi cient on the cur-
rent stretch of road. It cannot be measured directly dur-
ing normal driving (unless one brakes or steers so hard 
that slipping begins). Vehicle driving dynamics sensors 
can estimate the friction potential, but rather “rough” 
driving (frequent 0.3 G braking/acceleration or steering) 
is required for a reliable estimation.

Since the road surface condition has a huge infl uence on 
the friction value, an established approach is to use for-
ward looking sensors to detect whether the road is cov-
ered by water, snow or ice. The applicability of a laser 
scanner, automotive radar, polarisation camera, and an 
optical sensor called RoadEye were studied successfully 
[2]. This approach is not dependent on any driving ma-
noeuvres.

An optical tyre sensor has also been studied [3]. It meas-
ures the small defl ections in the tyre’s inner liner during 
rotation. This approach provides tyre forces, the length 

IN-VEHICLE ROAD FRICTION MONITORING

Sami Koskinen, Pertti Peussa

Figure 1. Friction between road and tyre is essential for 
driving.
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of the contact patch, vehicle slip angle, and can estimate 
the development of aquaplaning.

RESULTS
A substantial amount of effort has gone into developing 
a data fusion method which can combine all the infor-
mation above with other dynamic information from the 
vehicle (like speed, brake pressure, etc.), to produce the 
best overall estimate of friction, slip angle, percentage 
of aquaplaning, tyre forces, and road conditions [4]. The 
method does not require full sensor confi guration, but 
if fewer sensors are used, the estimation errors increase.

This approach was tested in a Volvo truck, a Fiat Stilo, 
and an Audi A6 [4] in various conditions. The FRICTION 
system is estimated to be able to detect friction as well as 
an average and alert human driver; e.g. the friction coef-
fi cient error being less than 0.15.

DISCUSSION AND CONCLUSIONS
FRICTION system is crucial for all ADAS applications, 
which have to anticipate collision or other hazardous sit-
uation. A Collision Mitigation system has to know when 
to start braking, and for that the friction value has to be 
known. An Obstacle Avoidance has to know when to steer 
or brake (friction needed, again). Also applications like 
Curve Speed Warning, Safe Distance, Adaptive Cruise 
Control and Intersection Safety benefi t if friction infor-
mation is continuously available, especially on slippery 
roads.

EXPLOITATION POTENTIAL
A Collision Mitigation system, which is aware of cur-
rent friction, can manage collision situations clearly saf-
er than one without friction estimation: in snowy con-
ditions crash energy reduction with “friction unaware” 
mitigation is 40% smaller than reduction achievable with 

“friction aware” mitigation system. Thus friction moni-
toring can reduce the severity of the accidents, and save 
lives.

The gained understanding of friction measurement and 
data fusion methods can also be applied to heavy work 
machines.
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Figure 2. The main result of the friction monitoring 
project was the data fusion architecture, and fusion algo-
rithms.
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Maritime safety is concerned with the protection of life, 
health, the marine environment and property through 
regulation, management and the technological devel-
opment of all forms of waterborne transportation.

INTRODUCTION 
The Laboratory of ship technology was established at VTT 
in 1975 and maritime safety research had from the start 
a strong position as one of the original research areas in 
the laboratory. These days several research scientists at 
VTT have specialised in maritime safety research form-
ing a maritime safety virtual team covering a majority of 
the expertise needed in maritime safety research.

RISK ANALYSES
VTT has long experience in managing risks in different 
areas of the society. The general risk assessment meth-
ods are usable also in maritime but the Formal Safety As-
sessment, FSA, method recommended by the International 
Maritime Organization, IMO, is tailor-made for maritime 
risk management. The application of FSA at VTT is de-
scribed in article “Improving maritime safety in Åland Sea 
using Formal Safety Assessment” later in this publication.
Contacts: tapio.nyman@vtt.fi , markus.porthin@vtt.fi 

TRAFFIC ANALYSES
Traffi c analyses have been performed at VTT based either 
on port call statistics e.g. dealing with oil transportation 
in the Gulf of Finland [1] and chemical transportation in 
the Baltic Sea [2] or on historical data obtained from the 
Automatic Identifi cation System AIS which is described 
in article “AIS data analysis for identifi cation of close 
encounter situations of vessels” later in this publication.
Contacts: saara.hanninen@vtt.fi , robin.berglund@vtt.fi 

FAIRWAY SAFETY
Computational models for assessing and improving ra-
dar refl ectors’ properties have been developed at VTT [3]
[4]. The plan is to develop calculation models to assist the 
fairway planning and risk assessment. VTT has also car-

MARITIME SAFETY RESEARCH AT VTT

Robin Berglund, Tuula Hakkarainen, Seppo Horsmanheimo, Saara Hänninen, Sampo Karppinen, Kari Mäkelä, Leena Norros, 
Maaria Nuutinen, Tapio Nyman, Markus Porthin, Jukka Sassi

ried out survey projects pertaining to a real-time remote 
monitoring system to collect status and location informa-
tion from aids to navigation (AtoNs). Related to this, VTT 
has also studied the synchronization of light equipped 
AtoNs and the utilisation of EGNOS system.
Contact: seppo.horsmanheimo@vtt.fi 

HUMAN FACTORS RESEARCH
Human and organisational factors research includes e.g. 
studies on co-operation on the bridge, human-technol-
ogy interaction, piloting practises, development of ves-
sel traffi c services and mandatory reporting systems eg. 
[5][6]. Human factors experts have also participated in 
several accident investigations [7][8]. VTT has compre-
hensive methods to analyse, assess and develop human 
and organisational activity in order to improve maritime 
safety, effi ciency and wellbeing of marine professionals. 
Contacts: maaria.nuutinen@vtt.fi , leena.norros@vtt.fi 

ENVIRONMENTAL SAFETY
In MARTOB [9] and EFFORTS [10] -projects several op-
tions were tested for onboard ballast water treatment. EF-
FORTS project also focuses on other environmental as-
pects relevant for ports. VTT is also involved in the type 
approval process of ballast water systems. In addition to 
the ballast water, VTT has studied the nutrient load de-
rived from ships’ sewage [11].
Contact: jukka.sassi@vtt.fi 

LIPASTO-system developed by VTT presents total ex-
haust gas emissions as well as unit emissions of CO, HC, 
NOx, PM, CH4, N2O, SO2 and CO2 and energy and fuel 
consumption caused by Finnish waterborne traffi c. Data 
is specifi ed according to a type of ship, traffi c service 
area, its origin and its tonnage. http://lipasto.vtt.fi 
Contact: kari.makela@vtt.fi 

FIRE SAFETY
The “Survivability for ships in case of fi re” research 
project [12] has been carried out at VTT in 2007 - 2009. 
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In this project, scientifi cally justifi ed information on the 
survivability of ships in case of fi re was created by using 
and developing the state-of-the-art methods of fi re safe-
ty analysis. The main topics of the research were materi-
als used in ships, quantitative fi re risk analyses, critical 
situations for structures, and simultaneous simulation of 
fi re and evacuation onboard.
Contact: tuula.hakkarainen@vtt.fi 

CUSTOMER VIEW
Among others, Finnish Maritime Administration has 
widely exploited VTT’s expertise in several projects re-
lated to maritime safety. Design, implementation and fur-
ther development of the Gulf of Finland Reporting Sys-
tem (GOFREP) is a good example of the fruitful coopera-
tion between VTT and FMA.
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Formal Safety Assessment (FSA) is a framework for 
making cost effi cient decisions to improve maritime 
safety. The Åland Sea FSA resulted in ship routeing 
measures with signifi cantly improved safety and pro-
tection of environment.

INTRODUCTION
FSA is a risk analysis and cost benefi t assessment frame-
work for rule making in the International Maritime Or-
ganization (IMO). Its aim is to enhance maritime safety 
and enhance the protection of the marine environment by 
offering a way to make cost effi cient safety measure de-
cisions.

The most recent FSA study performed by VTT was the 
Åland Sea FSA [1] realised as a part of the Baltic Sea Safe-
ty (BaSSy) project. Analysis tools developed in other parts 
of the project were utilised and harmonised FSA princi-
ples outlined.

METHODS 
FSA consists of fi ve steps: 1) identifi cation of hazards, 2) 
risk analysis, 3) identifi cation of risk control options, 4) 
cost benefi t assessment and 5) recommendations for deci-
sion making. The process is iterative due to interlinked fea-
tures of the steps.

In the Åland Sea FSA, hazards were identifi ed and pri-
oritised (step 1) through computerised expert workshops 
and analysis of accident statistics. Expected collision and 
grounding frequencies were estimated (step 2) both in the 
current situation and after implementation of the proposed 
risk control options (RCOs) (step 3). The BaSSy tool1 , de-
veloped by the Danish Technical University (DTU) and 
Gatehouse A/S in the BaSSy project, was used in the es-
timation. Route and traffi c volume information extracted 
from Automatic Identifi cation System (AIS) data (fi gure 1) 
and electronic nautical chart material were used for mod-
elling. To tune the estimates given by the model, judge-
ments by experienced mariners were elicited using Baye-

sian networks to assess the effect of the RCOs on the abil-
ity of offi cers of the watch to avoid accidents.

Risk control measures tackling the identifi ed hazards 
were generated and grouped into realistic RCOs in com-
puterised expert workshops (step 3). The cost effective-
ness of the RCOs was estimated through cost benefi t anal-
ysis (step 4). On one hand the implementation and main-
tenance costs of each RCO and on the other hand their 
benefi ts through averted accidents were monetarily eval-
uated. Vessel and cargo damages as well as consequences 
of oil spills including oil combating, damage of marine 
environment and sea dependent sources of livelihood 
were taken into account. The resulting prioritised list of 
RCOs formed the basis for the recommendations for deci-
sion making (Step 5).

RESULTS
The estimated collision and grounding frequencies in the 
current situation were 0.25 and 0.79 accidents per year, 
respectively. All RCOs were found to decrease accident 
risk, but two alternatives were the most cost effective: 

IMPROVING MARITIME SAFETY IN ÅLAND SEA 
USING FORMAL SAFETY ASSESSMENT

Tapio Nyman, Markus Porthin, Tony Rosqvist, Saara Hänninen, Sampo Karppinen, Robin Berglund, Jukka Sassi

1 The BaSSy tool is also known as IALA Waterway Risk Assessment Programme (IWRAP) MkII.

Figure 1. Two days of traffi c on the Åland Sea record-
ed by AIS. Traffi c in opposite directions marked with red 
and green.
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Implementation of a traffi c separation 
scheme (TSS) and deep-water (DW) 
route (fi gure 2) would decrease colli-
sion risk by 40% and grounding risk 
by 5%. Since the TSS and DW-route 
are inexpensive to implement, the in-
vestments were estimated to bring 83.4 
times the money spent in form of avert-
ed accident costs. If the TSS and DW-
route were complemented with a ship 
reporting system similar to that of the 
Gulf of Finland (GOFREP), the collision 
and grounding risks would decrease by 
61% and 19%, respectively. This in-
vestment would give a 5.3 fold return.

DISCUSSION AND CONCLUSIONS
Based on the recommendations of the Åland Sea FSA, 
IMO approved the proposal by Finland and Sweden of 
a TSS and DW-route for the sea area, entering into force 
1 January, 2010 [2, 3]. Implementation of a surveillance 
and reporting system is under consideration, too.

The FSA process is under continuous development. To 
harmonise the process, VTT has set up a www-portal  in 
address: http://www.vtt.fi /proj/bassy/ containing useful 
information and references for performing FSAs. The in-
troduction of AIS has enabled signifi cantly increased ac-
curacy of traffi c modelling and FSA studies. The tools 
developed in the BaSSy project and used in the Åland 
Sea FSA, effectively take advantage of these new oppor-
tunities.

EXPLOITATION POTENTIAL
The IMO recommends the application of FSA in connec-
tion with proposals for regulatory measures. FSA offers a 
structured and systematic framework for making cost effi -
cient decisions to improve maritime safety. The same prin-
ciples can be utilised for risk analyses also in other fi elds.
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Figure 2. A traffi c separation scheme 
organises the traffi c and makes it 
more predictable. (Source: Finnish 
Maritime Administration, Swedish 
Maritime Administration)
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Increased ship traffi c involving large tankers and 
passenger ships increase the risk of accidents. An 
indicator for the probability of a collision accident 
can be acquired by assessing the number of near miss 
situations. This study shows that these situations 
can be identifi ed in a neutral and automatic manner 
by analyzing ship position data gathered through the 
Automatic Identifi cation System (AIS). The method 
is suggested to be used as one parameter when meas-
uring the effects of actions taken to reduce the prob-
ability of collision risk in open water areas. 

INTRODUCTION 
Ship traffi c in the Gulf of Finland has steadily increased 
during the last decade. The main reasons include in-
creased oil transportation to the oil terminals in Rus-
sia and increased passenger traffi c between Helsinki and 
Tallinn. Measures have been taken to reduce the risks 
by improved traffi c monitoring and reporting obligations 
for ships entering the Gulf of Finland (GOFREP). There 
are, however, very few indicators of the risk levels, be-
cause fortunately there have been very few reported inci-
dents in this area. On the other hand, the Automatic Iden-

tifi cation System (AIS) provides a substantial amount of 
data for automatic analysis of how the ships have be-
haved at sea. Counting the number of crossings at close 
distance, and repeating this procedure over a longer pe-
riod of time, could provide a neutral parameter for meas-
uring changes in the level of risk.

On behalf of the Finnish Maritime Administration VTT 
conducted a study in autumn 2008 to analyse the fre-
quency of close encounters over three consecutive years. 
Focussing on the months May to July in 2006, 2007 and 
2008, the study aimed to determine the closest distance 
between the ships in the encounter situation, grouping 
these distances in distance classes and then calculating 
the occurrences per month.

METHODS
The analysis was based on historical ship AIS data (po-
sition, speed and course) within an open sea area in 
the Gulf of Finland defi ned by a polygon. The method 
consisted of estimating the position of each ship at one 
minute intervals then calculating the pair-wise ship dis-
tances to detect distances below a given limit (1 nauti-
cal mile) for closer analysis. The encounters were catego-
rized into three groups based on the shortest distance: 0.1 
nM or below, 0.1 – 0.2 nM, and 0.2 – 0.3 nM.

The position interpolation at one minute intervals was 
based on an average of linear interpolation between the 
closest observation points and extrapolation from the 
nearest observation point using the instantaneous speed 
and course information from the observation point. This 
also provided an estimate of the inaccuracy of the inter-

AIS DATA ANALYSIS FOR IDENTIFICATION OF CLOSE 
ENCOUNTER SITUATIONS OF VESSELS

Robin Berglund, Markku Huttunen

Figure 1. Overview of the ship traffi c: Ship tracks shown 
dimmed, and encounters as coloured spots.
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polated position. The sensitivity of the results to inaccu-
racies in the interpolation could then be simulated.

Due to technical reasons various gaps were contained 
within the AIS data. These were identifi ed, however, and 
the results compensated with the total gap length being 
taken into account. The number of ships in the area was 
also counted at 10 minute intervals and the number of 
encounters was normalised with the average number of 
ships per month.

RESULTS
The main result from the study was that the number of 
close encounters, normalised with respect to the ship 
traffi c density, has decreased during the last three years. 
This may be interpreted as an indication that the ships 
are taking fewer risks. Notably, the decrease is visible in 
all distance categories, and the same trend is also visible 
in the (possibly) dangerous encounters between passen-
ger ships and tankers. 

At the same time, analysis of the traffi c density and 
changes over the three years indicated that the ship traf-
fi c in the area has increased by about 2% annually. (On 
average there were 25.6 ships in the area with a standard 
deviation of 5.3.)

DISCUSSION AND CONCLUSIONS
Assuming that the probability of collision increases when 
the encounter distance decreases, the number of short 
distance encounters per month can be used as an indica-
tor of the changes in risk level in a given sea area using 
the existing infrastructure (AIS). The analysis neither 
depends on incidence reporting procedures nor requires 
actual accidents to happen, and therefore the effect of 
implemented risk reduction measures could be monitored 
using this technique. Further studies are required in or-
der to obtain an estimate on the actual dependency func-
tion between collision risks and the number of short dis-
tance encounters.

There is nevertheless a clear indication that the risk re-
ducing measures taken in the Gulf of Finland have had 
an impact on the probability of collisions.

EXPLOITATION POTENTIAL

Authorities planning new risk reducing actions, and their 
subsequent follow-up and monitoring, would be the main 
benefi ciaries of this work. The method can be applied an-
ywhere in the world in areas of open water, provided that 
AIS data covering the area to be studied is available.
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Figure 2. Number of encounters per month in the defi ned 
area.
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New messages for automatically exchanging infor-
mation through the Automatic Identifi cation System 
were developed to decrease the workload of naviga-
tors and improve the preparedness of the authorities, 
thus improving the level of maritime safety and the 
protection of the environment.

INTRODUCTION
The Automatic Identifi cation System (AIS) has been devel-
oped to improve the safety and effi ciency of the increasing 
marine traffi c. AIS is a mandatory piece of navigational 
equipment for automatic data exchange between ships and 
with shore-based facilities, with the aim of assisting target 
tracking and simplifying information exchange (Figure 1). 
The Baltic AIS Trial project (AISBALTIC) was founded in 
2007 as a part of the HELCOM Baltic Sea Action Plan to 
improve the information content in AIS [1].

METHODS
The information transferred through AIS is arranged as 
a series of standardised messages. Because the VHF ra-
dio frequencies used in AIS data transmission have lim-
ited capacity, the content of the messages must be care-

fully chosen. In 2004, the International Maritime Organ-
ization (IMO) selected seven messages to extend the in-
formation content in AIS. In the AISBALTIC project, the 
technical usability of these messages was tested and their 
information content evaluated in fi eld tests between the 
Helsinki GOFREP Traffi c Centre and dedicated vessels in 
the Gulf of Finland (Figure 2).

In order to assess the need for changes in AIS, expert 
workshops were organised [2]. The operational informa-
tion needs of the various authorities (for maritime safe-
ty, search and rescue, environment, prevention and con-
trol of pollution, and maritime security) representing the 
Baltic Sea countries, European Maritime Safety Agency 
(EMSA) and the European Commission, were collected. 
The most important needs were compared with the infor-
mation presently available in AIS, and as a result, a series 
of new messages was compiled.

RESULTS
According to the fi eld tests, the IMO defi ned messag-
es contain relevant information, albeit not in an op-
timal form. It was also noted that the older versions 
of navigational systems were not compatible with the 
messages.

As a result of the information need survey, fi ve messag-
es covering matters specifi cally lacking from the present 
AIS defi nitions were compiled [3,4]. Improvements to the 
current standard messages were also suggested [5]. The 
new messages improve the capability of ships to report 
their dangerous cargo. They also provide extended stat-
ic and voyage related information, and transmit current 
information concerning specifi c areas or routes. Finally, 
one of the messages attaches additional free text infor-
mation to other messages.

SAFER SEAFARING THROUGH IMPROVED 
INFORMATION EXCHANGE

Markus Porthin, Sampo Karppinen

Figure 1. Example of communication between ships and 
shore-based facilities.
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DISCUSSION AND CONCLUSIONS
The fi ve new messages compiled in the AISBALTIC project 
have been proposed as standardised international messag-
es by the Baltic Sea countries [3]. The proposition submit-
ted to IMO in 2009 is also supported internationally by 
countries such as USA, Japan, China, and Australia [4].

The new messages improve the preparedness of the au-
thorities in case of an accident through more detailed in-
formation on ship types and dangerous cargo. Fulfi lment 
of the reporting obligations of ships is also substantially 
facilitated, thus decreasing the need for VHF radio com-
munication. The new area and route messages provide a 
fast and convenient way to transmit up-to-date infor-
mation concerning, for example, search and rescue op-
erations, caution areas or recommended routes. However, 
in order to fully benefi t from the improvements current 
navigational equipment needs to be updated. Based on 
emerging user experience and practical knowledge, the 
information content in AIS is likely to be even further re-
fi ned and optimised in the future.

EXPLOITATION POTENTIAL
The proposed messages, if taken into international use, 
would decrease the workload of the navigators and im-
prove the quality of up-to-date navigational and safety 
related information both on ships and ashore. They would 
effectively improve maritime safety and raise the level of 
protection of the marine environment.
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Figure 2. The fi eld tests were realised by connecting a lap-
top computer to the onboard AIS equipment.
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The role of collaboration in the corporate security 
management process has been investigated, with a 
focus on internal collaboration and information ex-
change across the boundaries of several different 
sectors of corporate security.

INTRODUCTION
It is challenge for organisations to control various 
risks affecting people, the environment, and opera-
tions. In connection with corporate-wide risk manage-
ment, organisations need to control several different 
sectors of corporate security including, for example, 
occupational health and safety, environmental safe-
ty, premises security, rescue operations and emergen-
cy planning, and information and personnel security. 
In larger organisations, the coordination is of these is 
often distributed. The dissertation study [1] presented 
in this article discussed the need for cooperation be-
tween the people responsible for different corporate se-
curity sectors. The main objective was to model coop-
eration and interaction in the corporate security man-
agement process.

(MATERIALS AND) METHODS
The study consisted of independent partial studies per-
formed during the period 2001–2005. Initially, the im-
provement needs for corporate security management 
were studied by conducting an enquiry that consisted 
of open questions (n=26). The actual cooperation and 
the need for cooperation were examined using a ques-
tionnaire survey (n=276) and group interviews (n=70) 
at six large companies: a shipyard, a port operator, an 
offshore construction yard, a pharmaceutical manufac-
turer, a faucet manufacturer, and a real estate service 
provider. The overall response rate was 64.9%, with the 
respondents representing workers (42%), white collar 
workers (28%) line management (20%) and top man-
agement (10%). Most of the respondents mentioned that 
they have at least one specifi ed assignment concerning 
corporate security. 

The results of the survey were analysed to determine the 
need for cooperation concerning safety and security per-
formance. The survey included questions related to co-
operation, responsibilities, problem areas, organisation-
al practices and cultural aspects. Cross-tabulation, and 
the chi square and the Mann-Whitney tests were used to 
study the dependency of the organisational level and/or 
categorised functional title. The linear function between 
the problem areas and the need for cooperation was test-
ed using the Parson’s correlation coeffi cient. The results 
of the survey were complemented with the results from 
the group interviews.

RESULTS
The results showed that within the companies the re-
sponsibilities and activities related to hazard identifi ca-
tion and risk assessment were distributed among all the 
organisational levels. The responsibility of line manage-
ment was recognised by 70% of respondents. Workers 
were mentioned by 62% and the top management by 46% 
of the respondents. In addition, 78% of the respondents 
recognised the responsibility of an internal occupational 
safety manager (and organisation), and 56% of an inter-
nal fi re and rescue manager (and organisation). 

Problems concerning hazard identifi cation and risk as-
sessment were recognised by 59% of the respondents. 
One third of the respondents wanted to increase inter-
nal collaboration in risk assessment. In these cases there 
were no statistical signifi cance difference relating to or-
ganisational level. Parson’s correlation coeffi cient for in-
ternal cooperation needs and problems associated with 
48 different corporate security activities was 0.886, and 
the problems can explain 78% of the variety in internal 
cooperation needs. The signifi cance value was 0.000.

When the respondents were queried about the organisa-
tional culture, 43% of the respondents did not regard it 
to be collaborative. Especially both blue and white col-
lar workers (63% of them) thought that way. The p-val-
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ue pointing the statistically signifi cant difference of that 
group was 0.000. In group interviews, respondents de-
scribed aspects of cooperation by highlighting the fol-
lowing: group work, active individuals, participation, 
and daily communication. Signifi cant company-related 
differences in openness and the appreciation of coopera-
tion were also observed.

DISCUSSION AND CONCLUSIONS
According to the survey, an increase in cooperation was 
especially needed where operations, functions, and the 
various responsibilities overlap and when problems ex-
ists. The results show that the line management, upper 
white collar workers, chemical safety and environment 
personnel, and the quality management and security 
personnel cooperated the most actively. The workers par-
ticipate especially in the areas associated with occupa-
tional safety and rescue operations within the organi-
sation. 

Even if the corporate security management depends on 
the character of the organisation’s function, business 
branch, networking, and the strategy, there are some ba-
sic processes that can be modelled at a general level. The 
model developed in the study guides organisations to-
wards more comprehensive corporate security manage-
ment by emphasising the importance of cooperation be-
tween all the safety and security actors. The benefi ts of 
cooperation are most evident in the coordination of re-
sponsibilities and functions, the setting of common vi-
sions and objectives, decision-making, problem-solving, 
and management of change.

EXPLOITATION POTENTIAL
The results of the study will be used in the quality eval-
uation of corporation security management. By means of 
the process model developed in this study, organisations 
can be guided towards more comprehensive and collabo-
rative corporate security management. Collaborative as-
pects need to be recognised in the projects where meth-

ods for risk management and corporate security manage-
ment are developed and management culture is consoli-
dated.
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VTT has studied the challenges of safety critical or-
ganisations and developed a model for evaluating 
and developing their safety culture.

INTRODUCTION
A safety critical organisation can be defi ned as any or-
ganisation that has to deal with or control such hazards 
that can cause signifi cant harm to the environment, the 
public or personnel. The control of risks and management 
of safety are some of their primary goals. These organisa-
tions are expected to function reliably and to anticipate 
the operating risks caused by either the technology itself 
or the organisational structures and practices. The ability 
of the organisation to monitor its safety, anticipate pos-
sible deviations, react to expected or unexpected pertur-
bations, and learn from weak signals and past incidents 
is critical for success [1,2]. In essence, they should have a 
well-functioning safety culture.

Organisations have a tendency to gradually drift into 
a condition where they have trouble identifying their 
vulnerabilities and mechanisms or practices that cre-
ate or maintain these vulnerabilities. Without refl ection, 
organisations gradually become unsafe [6]. There is a 
strong practical need for approaches that enable the val-
id evaluation of an organisation’s safety culture. 

RESEARCH AND DEVELOPMENT THEMES 
VTT has been conducting both empirical research and 
theoretical work on safety culture for over a decade [3,4]. 
VTT’s human and organisational factors researchers have 
conducted case studies and development projects with-
in, for example, the nuclear, maritime and aviation sec-
tors, and healthcare [5]. Projects have addressed issues 
such as:
-  how to identify the current strengths and weakness-

es of the case organisation’s culture in terms of safe-
ty,

-  how to evaluate the safety effects of organisational 
changes,

-  why workers commit unsafe acts,
-  how different safety management practices contrib-

ute to the overall safety, and
-  how organisations learn from incidents and weak 

signals.

VTT’s safety culture work integrates organisational psy-
chology models with system safety approaches. The work 
aims to improve the organisations’ capability to antici-
pate their vulnerabilities and manage their activities in 
changing conditions. Thus it contributes to the discus-
sion of new safety paradigms, such as resilience engi-
neering [6].

RESULTS
VTT’s researchers have outlined a model of safety cul-
ture. The organisational structures and processes that are 
needed in safety critical organisations have been identi-
fi ed (Figure 1). Furthermore, the social processes, and the 
personnel’s psychological properties – which affect be-
haviour and decision making – have been identifi ed [7,8]. 
The safety culture framework strives toward a dynamic 
and change-oriented model providing an opportunity for 
both safety evaluation and development [7]. The frame-
work includes methods for data collection and analysis as 
well as approaches for organisational development based 
on the results.

EXPLOITATION POTENTIAL
Safety culture can act as a proactive indicator of the 
overall functioning of the organisation. The safety cul-
ture framework helps in improving organisational per-
formance by illustrating the critical elements and fac-
tors in terms of system safety. VTT is able to carry out 
projects to facilitate the development of safety culture 
at a particular organisation or within a broader organi-
sational network. The safety culture framework is appli-
cable for various industrial domains as well as for pub-
lic services.
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Safety in healthcare is a widely discussed topic. VTT 
has studied the challenges of healthcare organisa-
tions from the point of view of safety and developed 
approaches for improving the level of safety.

INTRODUCTION
Healthcare organisations are undergoing immense 
changes. Problems in the safety and well-being of health-
care personnel have been reported [1]. Patient safety has 
also become a concern both in Finland and international-
ly [2]. It is estimated that hundreds of Finnish people die 
as the result of medical errors [3] every year. A national 
patient safety strategy [4] has now been released in Fin-
land and the forthcoming healthcare law will ensure that 
healthcare organisations establish a patient safety plan 
[3]. Theoretical approaches and practical tools are needed 
to support these organisations in their safety work. 

RESEARCH AND DEVELOPMENT THEMES 
In several recent research and development projects, 
VTT’s researchers have aimed to adapt the lessons learned 
from other safety critical domains (e. g. nuclear indus-
try, aviation) to healthcare. In order to develop safety in 
healthcare, domain specifi c challenges need to be studied 
and basic safety development approaches adapted. 

RESULTS
Case studies in three healthcare organisations revealed 
challenges in the way changes are managed from a safe-
ty perspective. For example, many informal roles and re-
sponsibilities in healthcare organisations are not tak-
en into account when designing new technology and 
practices. A model for assessing and managing risks in 
healthcare units was developed [5]. A voluntary report-
ing system known as HaiPro was developed for reporting 
patient safety incidents and has now been implemented 
widely in Finnish healthcare organisations [6,7]. A the-
oretical model of patient safety culture was also creat-
ed [8]. Based on the model, a safety culture assessment 
methodology was then created and tested in fi ve organ-
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isations [9]. These approaches and tools were found to 
be useful. They can help organisations view and devel-
op their safety in a systemic way. However, introducing 
these approaches in healthcare organisations is a change 
process in itself; it doesn’t happen overnight and needs 
facilitating.

DISCUSSION AND CONCLUSIONS
Approaching safety systematically is new in healthcare, 
especially with regards to patient safety. The main chal-
lenge in this work is the lack of systemic or organisation-
al thinking. Safety is often viewed as something that is 
produced by individual professionals alone. An impor-
tant challenge centres on how to effectively merge occu-
pational safety work and the newer patient focused ap-
proach. 

EXPLOITATION POTENTIAL
The results of VTT’s research projects offer support for 
healthcare organisations, consultants and authorities in 
their safety work. In the future VTT’s researchers will be 
able to assist different healthcare actors tackle new im-
portant safety questions such as how different safety ap-
proaches can be combined and fully utilised, and how a 
safety plan should be formulated so that it will genuine-
ly promote safety.
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